KEY RECOMMENDATIONS : Report of the Working Group on Electronic Banking
1. The Risk Management Committee at the Board level needs to put in place processes to ensure that legal risks arising from cyber laws are identified and adequately addressed. It also needs to ensure that the concerned functions are adequate staffed and the human resources are trained sufficiently to carry out the above. The Operational Risk Group need to incorporate legal risks as part of operational risk framework and take steps to mitigate the risks involved. The legal function within the bank needs to advise the business groups on the legal issues arising out of use of Information Technology. 

2. It is necessary that banks have a robust system of keeping track of the transactions of the nature referred to in PMLA and PMLR and report the same within the prescribed period. Apart from the risk of penalty, this involves reputational risk for such entities. 

3. A cheque in the electronic form has been defined as “a mirror image” of a paper cheque. The expression ‘mirror image’ is not appropriate. The expression, “mirror image of” may be substituted by the expression, “electronic graphic which looks like” or any other expression that captures the intention adequately. 

4. The definition of a cheque in electronic form contemplates digital signature with or without biometric signature and asymmetric crypto system. Since the definition was inserted in the year 2002, it is understandable that it has captured only digital signature and asymmetric crypto system dealt with under Section 3 of IT Act, 2000. Since IT Act,2000 has been amended in the year 2008 to make provision for electronic signature also, suitable amendment in this regard may be required in NI Act so that electronic signature may be used on cheques in electronic form. 

5. There is uncertainty with respect to the meaning of a crucial expression such as, ‘intermediary” as per IT Act 2000 and as amended by IT Amendment Act, 2008. As such, it is necessary, that clarity is brought about by statutory amendment with respect to the meaning of the expression ‘intermediary’ in so far as banks and financial institutions are concerned. 

6. A combined reading of Section 2(p) and sub-sections (1) and (2) of Section 3 of IT Act makes it clear that in terms of the Act an electronic record may be authenticated by affixing ‘digital signature’ and if a party wants to authenticate the electronic record by affixing digital signature, the electronic method or procedure for affixing digital signature shall be asymmetric crypto system and hash function. While authentication of an electronic record by affixing digital signature is optional, the procedure for affixing digital signature, namely, use of asymmetric crypto system and hash function, is mandatory. 

7. The question that arises for consideration is whether a party may be bound by the transactions entered into through electronic means (whether through ATMs, Internet or otherwise) though the electronic records in question are not authenticated by using digital/electronic signature. On a reading of Section 65B (1) of Indian Evidence Act, it is clear that electronic records may be proved in courts even though they are not authenticated by using digital or electronic signature if the conditions mentioned therein are satisfied. The difficulty in proving the various conditions set forth in sub-sections (2) and (3) of section 65B of Indian Evidence Act is ameliorated to a great extent by sub-section (4) thereof under which the certificate of a person occupying a responsible official position in relation to the operation of the relevant device or the management of the relevant activities (whichever is appropriate) shall be evidence of any matter stated in the certificate. 
8. Government should specify sufficient number of agencies under section 79A of the Indian Evidence Act to assist courts in arriving at a decision on the evidentiary value of electronic records irrespective of whether digital or electronic signature is affixed or not. 

9. Financial transactions such as, operation of bank accounts and credit card operations are being carried on by banks in a big way by using cards, pin numbers and passwords, etc. Banks are using many security features to prevent frauds to the extent possible. The proposed ‘two factor authentication method’ (2F method) is also a step in the same direction. It may not be ideal and practically feasible to insist on using a particular technology for all retail transactions of the customers with their banks. 

10. As a short term measure it is recommended that Rules may be framed by the Central Government under Section 5 of the Act, to the effect that, with respect to internet or e- banking transactions, 2F method or any other technique of authentication provided by banks and used by the customers shall be valid and binding with respect to such transactions, though ‘digital signature’ or ‘electronic signature’ is not affixed. 

11. ISP license restricts the level of encryption for individuals, groups or organisations to a key length of only 40 bits in symmetric key algorithms or equivalents. RBI has stipulated SSL / 128 bit encryption as minimum level of security. SEBI has stipulated 64/128 bit encryption for Internet Based Trading and Services. Information Technology (Certifying Authorities) Rules, 2000 requires ‘internationally proven encryption techniques’ to be used for storing passwords. An Encryption Committee constituted by the Central Government under Section 84A of the IT Act, 2000 is in the process of formulating Rules with respect to encryption. Allowance for higher encryption strength may be allowed for banks based on recommendations of RBI. 

12. Section 43A of IT Act deals with the aspect of compensation for failure to protect data. The Central Government has not prescribed the term "sensitive personal data," nor has it prescribed a “standard and reasonable security practice”. Until these prescriptions are made, data is afforded security and protection only as may be specified in an agreement between the parties or as may be specified in any law. 

13. Apart from affording protection to personal data (“sensitive personal data’- 43A), The IT Act, 2000 also prescribes civil and criminal liabilities (Section 43 and Section 66 respectively) to any person who without the permission of the owner or any other person who is in charge of a computer, computer system etc., inter alia, downloads, copies or extracts any data or damages or causes to be damaged any computer data base etc. In this context Section 72 and 72A of the amended IT Act, 2000 are also of relevance. Section 72 of the Act prescribes the punishment if any person who, in pursuance of the powers conferred under the IT Act, 2000, has secured access to any electronic record, information etc and without the consent of the person concerned discloses such information to any other person then he shall be punished with imprisonment upto two years or with fine upto one lakh or with both. Section 72A on the other hand provides the punishment for disclosure by any person, including an intermediary, in breach of lawful contract. The purview of Section 72A is wider than section 72 and extends to disclosure of personal information of a person (without consent) while providing services under a lawful contract and not merely disclosure of information obtained by virtue of ‘powers granted under IT Act, 2000’. 

14. The IT Act, 2000 as amended, exposes the banks to both civil and criminal liability. The civil liability could consist of exposure to pay damages by way of compensation upto 5 crore under the amended Information Technology Act before the Adjudicating Officer and beyond five crore in a court of competent jurisdiction. There could also be exposure to criminal liability to the top management of the banks given the provisions of Chapter XI of the amended Information Technology Act. 

Further, various computer related offences are enumerated in the various provisions. 

15. Of late there have been many instances of ‘phishing’ in the banking industry whereby posing a major threat to customers availing internet banking facilities. Though Section 66D of the amended IT Act could broadly be said to cover the offence of phishing, attempt to commit the act of phishing is not made punishable. It is suggested that there is a need to specifically provide for punishment for attempt to phish as well in order to deter persons from attempting it. 

16. It is necessary to balance the interests of customers and that of banks and provide protection to banks against any fraudulent or negligent act of customer. It is not appropriate to leave such an important issue to be dealt with in documentation. Appropriate statutory provision needs to be enacted in this regard. 

17. Whether Section 43A read with Section 72 and 72A of the IT Act, 2000 presently address the issue of data protection adequately or they need to be duly supplemented by long-term provisions which can help facilitate effective and efficient protection and preservation of data would depend on the prescriptions of the Central Government. Various suggestions have been offered in this report to address issues in this regard. 

18. In India though there is no specific legislation which deals only with ‘electronic fund transfer’ and which is consumer protection driven, certain concerns have been dealt with in the Payment and Settlement Systems Act, Rules, Regulations, directions etc issued thereunder as well as the provisions of general law. However, it may be apposite to have some provisions similar to those in EFT Act which exempts the bank from liability in the event of fraud by the customer or a technical failure etc (for example, provisions dealing with ‘unauthorized electronic fund transfers’ and consumers liability for unauthorized transfers). 

