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                                Executive summary

The Internet in India is growing rapidly. It has given rise to new opportunities in every field we can think of – be it entertainment, business, sports or education. There are two sides to a coin. Internet also has its own disadvantages. One of the major disadvantages is Cybercrime – illegal activity committed on the Internet. The Internet, along with its advantages, has also exposed us to security risks that come with connecting to a large network. Computers today are being misused for illegal activities like e-mail espionage, credit card fraud, spams, software piracy and so on, which invade our privacy and offend our senses. Criminal activities in the cyberspace are on the rise. 

"The modern thief can steal more with a computer than with a gun. Tomorrow's terrorist may be able to do more damage with a keyboard than with a bomb".

– National Research Council, "Computers at Risk", 1991.
The project explains the above issues and the IT ACT with the help of Cases and recent developments. So read on to find more……………

Introduction

We are living in very turbulent times. The world is changing, and changing fast. Some of these changes are social and political; others are ecological. Some are evolutionary, others revolutionary. No matter where you plan to live or how you plan to make a living, you can expect that constant and rapid change will be a normal part of your life. Technology, especially information technology, is playing a large part in these changes. On the one hand, the drive for innovation in fields as diverse as military operations and medicine has fueled a demand for continual advances in Information technology. On the other hand, the constant advances in information technology have resulted in profound influences on most organizations and industries. New products and services have been developed; new companies and industries have failed. Advances in Information technology and communication technologies also have altered our concepts of time and distance. Business negotiations may be conducted in a “face-to-face” environment, even if one face is in Japan and the other in Germany. Similarly, information systems allow 24-hour trading on financial markets around the world. The continually expanding capabilities of information technology have many implications for the management of organizations, as well as for broader societal issues. Information technology, when used as part of an information system (I/S) enables an organization to monitor changes in customer preferences immediately, allowing it to react quickly, and increasing its flexibility.

Internet use is on the increase in India. Internet & specially e-mail has revolutionized the communication so much so that the postal & courier industry face a threat from this new medium. However the rapid evolution of Internet also raised numerous legal issues and questions, which were required to be looked into. 

First was the necessity of a law that gave legal validity and sanction to this new mode of communication without which even an e-mail is illegal.

Further with the increase in Internet proliferation crime in cyberspace increased many folds. Cyber crime is a new form of crime, which has emerged largely because of computerization of various activities in a networked environment. Cyberspace, as we know, is a virtual reality, which consists of all users connected through each other.

To tackle all this, the government finally got into the act and notified India’s first Cyber Law. The law is on the lines of ‘The United Nations Commission on International Trade Law’ (UNCITRL). By means of a notification on October 17, 2000, the Indian government appointed this date as the date on which the provisions of the Information Technology Act, 2000 came into force. The parliament had passed the IT Act, 2000 on May 17, 2000 and the said legislation received the assent of the President of India on 9th June 2000. However the act did not succeed in achieving its actual motive which is rather the point of discussion for us.
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Connectivity via the Internet has greatly abridged geographical distances and made communication even more rapid. While activities in this limitless new universe are increasing incessantly, laws must be formulated to monitor these activities. Some countries have been rather vigilant and formed some laws governing the net. In order to keep pace with the changing generation, the Indian Parliament passed the much-awaited Information Technology (IT) Act, 2000 (hereinafter referred to as the Act). As they say, "Its better late than never". 

However, even after it has been passed, a debate over certain controversial issues continues. A large portion of the industrial community seems to be dissatisfied with certain aspects of the Act. But on the whole, it is a step in the right direction for India. 

HISTORY

The Department of Electronics (DoE) in July 1998 drafted the bill. However, it could only be introduced in the House on December 16, 1999 (after a gap of almost one and a half years) when the new IT Ministry was formed. It underwent substantial alteration, with the Commerce Ministry making suggestions related to e-commerce and matters pertaining to World Trade Organization (WTO) obligations. The Ministry of Law and Company Affairs then vetted this joint draft.

After its introduction in the House, the bill was referred to the 42-member Parliamentary Standing Committee following demands from the Members. The Standing Committee made several suggestions to be incorporated into the bill. However, only those suggestions that were approved by the Ministry of Information Technology were incorporated. One of the suggestions that were highly debated upon was that a cyber café owner must maintain a register to record the names and addresses of all people visiting his café and also a list of the websites that they surfed. This suggestion was made as an attempt to curb cyber crime and to facilitate speedy locating of a cyber criminal. However, at the same time it was ridiculed, as it would invade upon a net surfer’s privacy and would not be economically viable. As Mr. Dewang Mehta, Executive Director of the National Association of Software and Service (NASSCOM) said, "It would only result in closing down of all cyber cafés and ultimately deprive people of these facilities." Finally, the IT Ministry in its final draft dropped this suggestion. 

The Union Cabinet approved the bill on May 13, 2000 and both the houses of Parliament finally passed it by May 17, 2000. The Presidential Assent was finally received in the third week of June 2000. 

                      What are cyber crimes?

A simple yet sturdy definition of cyber crime would be "unlawful acts wherein the computer is either a tool or a target or both". Cyber crimes are crimes that occur in the digital space, which is the aggregation of the transaction space within each of the connected computers and the virtual space arising out of the connection 
However, in practice, a “Crime” is associated with a deviant behavior in relation to the established “Law” in the society. In this framework therefore, a “Cyber Crime” is an “Offence” declared in some statute. 

In India, the “Information Technology Act 2000” (ITA-2000) was the specific law enacted to address the issues concerning the Cyber Society. This therefore is the reference for us to call any offence a “Cyber Crime” or not. 

One restricted meaning of "cyber crimes" in India could therefore be that it refers to “Offences mentioned in ITA-2000”. 

The US Department of Justice defines "cyber crime" broadly as "any violations of criminal law that involve knowledge of computer technology for their perpetration, investigation or prosecution." In 1979, the US Department of Justice publication partitioned computer crime into three categories: computer abuse, “the broad range of international acts involving a computer where one or more perpetrators made or could have made gain and one or more victims suffered or could have suffered a loss;” computer crime, “illegal computer abuse [that] implies direct involvement of computers in committing a crime;” and computer-related crime, “any illegal act for which a knowledge of computer technology is essential for successful prosecution.” 

FBI’s definition is that “crimes where the computer is a major factor in committing the criminal offence”. 
Let us examine the acts wherein the computer is a tool for an unlawful act. This kind of activity usually involves a modification of a conventional crime by using computers. Some examples are                                                                                                                       

PHISHING
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In computing, phishing (also known as carding and spoofing) is a form of social engineering, characterized by attempts to fraudulently acquire sensitive information, such as passwords and credit card details, by masquerading as a trustworthy person or business in an apparently official electronic communication, such as an email or an instant message. The term phishing arises from the use of increasingly sophisticated lures to "fish" for users' financial information and passwords.

CASE - NASSCOM VS. AJAY SOOD & OTHER

In a landmark judgment in the case of National Association of Software and Service Companies vs Ajay Sood & Others, delivered in March, ‘05, the Delhi High Court declared `phishing’ on the internet to be an illegal act, entailing an injunction and recovery of damages.

Elaborating on the concept of ‘phishing’, in order to lay down a precedent in India, the court stated that it is a form of internet fraud where a person pretends to be a legitimate association, such as a bank or an insurance company in order to extract personal data from a customer such as access codes, passwords, etc. 

The Delhi HC stated that even though there is no specific legislation in India to penalise phishing, it held phishing to be an illegal act by defining it under Indian law as “a misrepresentation made in the course of trade leading to confusion as to the source and origin of the e-mail causing immense harm not only to the consumer but even to the person whose name, identity or password is misused.” The court held the act of phishing as passing off and tarnishing the plaintiff’s image.

The plaintiff in this case was the National Association of Software and Service Companies (Nasscom), India’s premier software association. The defendants were operating a placement agency. In order to obtain personal data, which they could use for purposes of headhunting, the defendants composed and sent e-mails to third parties in the name of Nasscom.

The high court recognised the trademark rights of the plaintiff and passed an ex-parte adinterim injunction restraining the defendants from using the trade name or any other name deceptively similar to Nasscom. The court further restrained the defendants from holding themselves out as being associates or a part of Nasscom.

The court appointed a commission to conduct a search at the defendants’ premises. Two hard disks of the computers from which the fraudulent e-mails were sent by the defendants to various parties were taken into custody by the local commissioner appointed by the court.

During the progress of the case, it became clear that the defendants in whose names the offending e-mails were sent were fictitious identities created by an employee on defendants’ instructions, to avoid recognition and legal action. On discovery of this fraudulent act, the fictitious names were deleted from the array of parties as defendants in the case. Subsequently, the defendants admitted their illegal acts and the parties settled the matter through the recording of a compromise in the suit proceedings. According to the terms of compromise, the defendants agreed to pay a sum of Rs1.6 million to the plaintiff as damages for violation of the plaintiff’s trademark rights. The court also ordered the hard disks seized from the defendants’ premises to be handed over to the plaintiff who would be the owner of the hard disks.

CYBER PORNOGRAPHY
This would include pornographic websites; pornographic magazines
produced using computers (to publish and print the material) and the
Internet (to download and transmit pornographic pictures, photos, writings
etc).
SALE OF ILLEGAL ARTICLES 

This would include sale of pornography, narcotics, weapons and wildlife products etc., by posting information on websites, auction websites, and bulletin boards or simply by using email communication.

E.g. many of the auction sites even in India are believed to be selling cocaine in the name of 'honey'.

FINANCIAL CRIMES
This would include cheating, credit card frauds, money laundering etc. In an interesting example a website offered to sell Alphonso 'mangoes at a
throwaway
price. Few people responded to or supplied the website with their credit card numbers. These people were actually sent the Alphonso mangoes.  Believing the scheme to be genuine thousands of people from all over the country responded and ordered mangoes by providing their credit card numbers. The owners of what was later proven to be a bogus website then fled taking the numerous credit card numbers and proceeded to spend huge amounts of money.
INTELLECTUAL PROPERTY CRIMES
These include software piracy, copyright infringement, trademarks violations, theft of computer source code etc. Cyber squatting can be said to be an example of this kind .For example Actress Sushmita Sen recently filed a case against a person who had registered Sushmitasen.com and was successful in evicting him from the said site. Even Maruti Udyog successfully filed a case against a cyber squatter.
EMAIL SPOOFING
A spoofed email is one that appears to originate from one source but actually has been sent from another source. Email spoofing can also cause monetary damage.
In an American case, a teenager made millions of dollars by spreading false information about certain companies whose shares he had short sold. This misinformation was spread by sending spoofed emails, purportedly from news agencies like Reuters, to share brokers and investors who were informed that the companies were doing very badly. Even after the truth came out the values of the shares did not go back to the earlier levels and thousands of investors lost money.
FORGERY
Counterfeit currency notes, postage and revenue stamps, mark sheets etc can be forged using sophisticated computers, printers and scanners. In a relevant Andhra Pradesh Tax Case, dubious tactics of a prominent businessman from Andhra Pradesh was exposed after officials of the department got hold of computers used by the accused person.

The owner of a plastics firm was arrested and Rs 22 crore cash was recovered from his house by sleuths of the Vigilance Department. They sought an explanation from him regarding the unaccounted cash within 10 days.

The accused person submitted 6,000 vouchers to prove the legitimacy of trade and thought this offence would go undetected but after careful scrutiny of vouchers and contents of his computers it revealed that all of them were made after the raids were conducted.

It later revealed that the accused was running five businesses under the guise of one 

company and used fake and computerized vouchers to show sales records and save tax.

DEFAMATION   

This occurs when defamation takes place with the help of computers and / or the Internet. E.g. someone publishes defamatory matter about someone on a website or sends e-mails containing defamatory information to all of that person's friends

An unidentified person had used a computer from a Chandigarh cyber cafe, morphed a girl’s face on nude photos and e-mailed her the same. He had also forwarded an e-mail containing the girl’s details to some other persons. 

As a result, the girl was flooded with telephone calls from people and was forced to inform senior police officials about the case. Though the UP Police Crime Branch has managed to track the cyber cafe from where the e-mail was sent, they have been unable to trace the culprit. 

According to the police officials, though they questioned the people who run the cyber cafe about the particulars of the person who had used the computer the day the e-mail was sent, they could not zero in on his identity. 

While questioning the cyber cafe owners, it was found out that they had not maintained records of those who used the computers at their cafe. 

CYBER STALKING

The Oxford dictionary defines stalking as "pursuing stealthily". Cyber stalking involves following a person's movements across the Internet by posting messages (sometimes threatening) on the bulletin boards frequented by the victim, entering the chat-rooms frequented by the victim, constantly bombarding the victim with emails etc.
EMAIL BOMBING
Email bombing refers to sending a large number of emails to the victim resulting in the victim's email account (in case of an individual) or mail servers (in case of a company or an email service provider) crashing.
In one case, a foreigner who had been residing in Simla, India for almost
thirty years wanted to avail of a scheme introduced by the Simla Housing
Board to buy land at lower rates. But his application was rejected on the grounds that he was a foreigner. To take revenge he sent thousands of emails to the Shimla Housing Board website until the time the website crashed.

SALAMI ATTACKS

These attacks are used for the commission of financial crimes. The key here is to make the alteration so insignificant that in a single case it would go completely unnoticed. E.g. a bank employee inserts a program, into the bank's servers, that deducts a small amount of money say 5 Rs from the account of every customer. No account holder will probably notice this unauthorized debit, but the bank employee will make a sizable amount of money every month.
DENIALOFSERVICEATTACK:                                                                                                                                                               This involves flooding a computer resource with more requests than it can handle. This causes the resource (e.g. a web server) to crash thereby denying authorized users the service offered by the resource. Another variation to a typical denial of service attack is known as a Distributed Denial of Service (DDoS) attack wherein the perpetrators are many and are geographically widespread. It is very difficult to control such attacks. The attack is initiated by sending excessive demands to the victim's computers), exceeding the limit that the victim's servers can support and making the servers crash. Denial-of-service attacks have had an impressive history "having, in the past, brought down websites like Amazon, CNN, Yahoo and eBay!
VIRUS/WORM ATTACKS 
Viruses are programs that attach themselves to a computer or a file and then circulate themselves to other files and to other computers on a network. They usually affect the data on a computer, either by altering or deleting it. Worms, unlike viruses do not need the host to attach themselves to. They merely make functional copies of themselves and do this repeatedly till they eat up all the available space on a computer's memory.
DATA DIDDLING

This kind of an attack involves altering raw data just before it is processed by a computer and then changing it back after the processing is completed Electricity Boards in India have been victims of data diddling programs inserted when private parties were computerizing their systems.
TROJAN  ATTACKS 

A Trojan as this program is aptly called, is an unauthorized program which functions from inside what seems to be an authorized program, thereby concealing what it is actually doing.As soon  as the unsuspecting victim executes the program ,it takes over the computer.   

INTERNET TIME THEFTS

This connotes the usage by an unauthorized person of the Internet hours paid for by another person. In an example a Delhi Court granted bail to Joseph Jose, who was accused of the offence of stealing Internet hours and sending a hoax e-mail relating to placing of bombs in Connaught Place, a prime shopping area of Delhi. The Court of Smt. Mamta Sehgal, Addl. Sessions Judge, New Delhi granted bail to the accused in the first case of its kind in the country.
No case of either hacking or tampering was made out against the Joseph Jose. There was no nexus between his client, Joseph Jose and the alleged anonymous e-mail, warning of bombs placed in Connaught Place.

On 6th of June, a leading national daily received an anonymous e-mail that six bombs had been placed in Delhi's premier shopping area. The newspaper immediately alerted the police, who undertook a massive search for the culprit. The police investigation found that the e-mail had been sent from an e-mail account of M/s Wave International. The police allegedly also traced the number from which Internet was accessed and from which the e-mail was sent and on that basis, the police made the arrest.
The police registered a case under Section 379, Indian Penal Code read with Section 66 of the Information Technology Act 2000 and Section 25 of the Indian Telegraph Act 1885. There was no direct evidence collected by the police linking Joseph Jose to the crime and in any case Section 66 of the IT Act was not applicable.
The court heard arguments of the counsel for the accused and the prosecution and thereafter passed the order for bail. In its order, the court considered the totality of the facts and circumstances of the case and admitted Joseph Jose on bail subject to his furnishing bail bond of Rs. 15,0007- and two sureties of the like amount subject to the satisfaction of the concerned Metropolitan Magistrate. This is India's first case of an anonymous e-mail bomb hoax.
WEB JACKING
This occurs when someone forcefully takes control of a website (by cracking the password and later changing it). The actual owner of the website does not control the major portion of what appears on the website.
In a recent incident reported in the USA the owner of a hobby website for children received an e-mail informing her that a group of hackers had gained control over her website. They demanded a ransom of 1 million dollars from her. The owner, a schoolteacher, did not take the threat seriously. She felt that it was just a scare tactic and ignored the e-mail. It was three days later that she came to know, following many telephone calls from all over the country, that the hackers had web jacked her website. Subsequently, they had altered a portion of the website which was entitled 'How to have fun with goldfish'.
In all the places where it had been mentioned, they had replaced the word 'goldfish' with the word 'piranhas'. Piranhas are tiny but extremely dangerous flesh-eating fish. Many children had visited the popular website and had believed what the contents of the website suggested. These unfortunate children followed the instructions, tried to play with piranhas, which they bought from pet shops, and were very seriously injured!
Logic bombs

These are event dependent programs. This implies that these programs are created to do something only when a certain event (known as a trigger event) occurs. E.g. even some viruses may be termed logic bombs because they lie dormant all through the year and become active only on a particular date (like the Chernobyl virus).

IMPORTANT PROVISIONS MADE IN ITA 2000

Preamble

The Preamble to the Act states that it aims at providing legal recognition for transactions carried out by means of electronic data interchange and other means of electronic communication, commonly referred to as "electronic commerce", which involve the use of alternatives to paper-based methods of communication and storage of information and aims at facilitating electronic filing of documents with the Government agencies.

The General Assembly of the United Nations had adopted the Model Law on Electronic Commerce adopted by the United Nations Commission on International Trade Law (UNCITRAL) in its General Assembly Resolution A/RES/51/162 dated January 30, 1997. The Indian Act is in keeping with this resolution that recommended that member nations of the UN enact and modify their laws according to the Model Law. 

Thus with the enactment of this Act, Internet transactions will now be recognized, on-line contracts will be enforceable and e-mails will be legally acknowledged. It will tremendously augment domestic as well as international trade and commerce.

Legitimacy and Use of Digital Signatures 

The Act has adopted the Public Key Infrastructure (PKI) for securing electronic transactions. As per Section 2(1) (p) of the Act, a digital signature means an authentication of any electronic record by a subscriber by means of an electronic method or procedure in accordance with the other provisions of the Act. Thus a subscriber can authenticate an electronic record by affixing his digital signature. A private key is used to create a digital signature whereas a public key is used to verify the digital signature and electronic record. They both are unique for each subscriber and together form a functioning key pair. 

Section 5 provides that when any information or other matter needs to be authenticated by the signature of a person, the same can be authenticated by means of the digital signature affixed in a manner prescribed by the Central Government. 

Under Section 10, the Central Government has powers to make rules prescribing the type of digital signature, the manner in which it shall be affixed, the procedure to identify the person affixing the signature, the maintenance of integrity, security and confidentiality of electronic records or payments and rules regarding any other appropriate matters. 

Furthermore, these digital signatures are to be authenticated by Certifying Authorities (CA’s) appointed under the Act. These authorities would inter alias; have the license to issue Digital Signature Certificates (DSC’s). The applicant must have a private key that can create a digital signature. This private key and the public key listed on the DSC must form the functioning key pair.

Once the subscriber has accepted the DSC, he shall generate the key pair by applying the security procedure. Every subscriber is under an obligation to exercise reasonable care and caution to retain control of the private key corresponding to the public key listed in his DSC. The subscriber must take all precautions not to disclose the private key to any third party. If however, the private key is compromised, he must communicate the same to the Certifying Authority (CA) without any delay. 

Writing requirements

Section 4 of the Act states that when under any particular law, if any information is to be provided in writing or typewritten or printed form, then notwithstanding that law, the same information can be provided in electronic form, which can also be accessed for any future reference. This non-obstinate provision will make it possible to enter into legally binding contracts on-line! 

Attribution, Acknowledgement and Dispatch of Electronic Records

Chapter IV of the Act explicates the manner in which electronic records are to be attributed, acknowledged and dispatched. These provisions play a vital role while entering into agreements electronically. 

Section 11 states that an electronic record shall be attributed to the originator as if it was sent by him or by a person authorized on his behalf or by an information system programmed to operate on behalf of the originator. 

As per Section 12, the addressee may acknowledge the receipt of the electronic record either in a particular manner or form as desired by the originator and in the absence of such requirement, by communication of the acknowledgement to the addresses or by any conduct that would sufficiently constitute acknowledgement. Normally if the originator has stated that the electronic record will be binding only on receipt of the acknowledgement, then unless such acknowledgement is received, the record is not binding. However, if the acknowledgement is not received within the stipulated time period or in the absence of the time period, within a reasonable time, the originator may notify the addressee to send the acknowledgement, failing which the electronic record will be treated as never been sent. 

Section 13 specifies that an electronic record is said to have been dispatched the moment it leaves the computer resource of the originator and said to be received the moment it enters the computer resource of the addressee.

Utility of electronic records and digital signatures in Government Audits Agencies 

According to the provisions of the Act, any forms or applications that have to be filed with the appropriated Government office or authorities can be filed or any license, permit or sanction can be issued by the Government in an electronic form. Similarly, the receipt or payment of money can also take place electronically. 

Moreover, any documents or records that need to be retained for a specific period may be retained in an electronic form provided the document or record is easily accessible in the same format as it was generated, sent or received or in another format that accurately represents the same information that was originally generated, sent or received. The details of the origin, destination, date and time of the dispatch or receipt of the record must also be available in the electronic record. 

Furthermore, when any law, rule, regulation or byelaw has to be published in the Official Gazette of the Government, the same can be published in electronic form. If the same are published in printed and electronic form, the date of such publication will be the date on which it is first published. 

However, the above-mentioned provisions do not give a right to anybody to compel any Ministry or Department of the Government to use electronic means to accept issue, create, retain and preserve any document or execute any monetary transaction. Nevertheless, if these electronic methods are utilized, the Government will definitely save a lot of money on paper!

Regulation of Certifying Authorities (CAs)

A CA is a person who has been granted a license to issue digital signature certificates. These CAs are to be supervised by the Controller of CAs appointed by the Central Government. Deputy or Assistant Controllers may also assist the Controller. The Controller will normally regulate and monitor the activities of the CAs and lay down the procedure of their conduct.

The Controller has the power to grant and renew licenses to applicants to issue DSCs and at the same time has the power to even suspend such a license if the terms of the license or the provisions of the Act are breached. The CAs has to follow certain prescribed rules and procedures and must comply with the provisions of the Act. 

Issuance, Suspension and Revocation of Digital Signature Certificates (DSCs)

As per Section 35, any interested person shall make an application to the CA for a DSC. The application shall be accompanied by filing fees not exceeding Rs. 25,000 and a certification practice statement or in the absence of such statement; any other statement containing such particulars as may be prescribed by the regulations. After scrutinising the application, the CA may either grant the DSC or reject the application furnishing reasons in writing for the same. 

While issuing the DSC, the CA must inter alias, ensure that the applicant holds a private key which is capable of creating a digital signature and corresponds to the public key to be listed on the DSC. Both of them together should form a functioning key pair. 

The CA also has the power to suspend the DSC in public interest on the request of the subscriber listed in the DSC or any person authorised on behalf of the subscriber. However, the subscriber must be given an opportunity to be heard if the DSC is to be suspended for a period exceeding fifteen days. The CA shall communicate the suspension to the subscriber. 

There are two cases in which the DSC can be revoked. Firstly, as per Section 38 (1), it may be revoked either on the request or death of the subscriber or when the subscriber is a firm or company, on the dissolution of the firm or winding up of the company. Secondly, according to Section 38(2), the CA may sue moto revoke it if some material fact in the DSC is false or has been concealed by the subscriber or the requirements for issue of the DSC are not fulfilled or the subscriber has been declared insolvent or dead et al. 

A notice of suspension or revocation of the DSC must be published by the CA in a repository specified in the DSC. 

Penalties for Computer Crimes

As per the Act, civil liability and stringent criminal penalties may be imposed on any person who causes damage to a computer or computer system. The offender would be liable to pay compensation not exceeding Rs. 1 Crore (10 million) for gaining unauthorized access to a computer or computer system, damaging it, introducing a virus in the system, denying access to an authorized person or assisting any person in any of the above activities. 

Furthermore, the Act also defines specific penalties for violation of its provisions or of any rules or regulations made there under. However, if any person contravenes any rules or regulations framed under the Act for which no specific penalty is prescribed, he will be liable to pay compensation not exceeding Rs. 25,000. 

Moreover, any person who intentionally or knowingly tampers with computer source documents would be penalized with imprisonment up to three years or a fine of up to Rs. 2 lakhs or both. In simpler terminology, hacking is made punishable. 

The Act also disallows the publishing and dissemination of obscene information and material. The introduction of this provision should curtail pornography over the net. Any person who disobeys this provision will be punishable with imprisonment of two years and a fine of Rs. 25,000 for the first conviction. In the event of a subsequent conviction, the imprisonment is five years and the fine doubles to Rs. 50,000. 

The Controller has the power to issue directions for complying with the provisions of the Act. Failure to comply with his directions is punishable. Moreover, the interference with protected systems or the reluctance to assist a Government Agency to intercept information in order to protect state sovereignty and security is also made punishable. 

The adjudicating court also has the powers to confiscate any computer, computer system, floppies, compact disks, tape drives or any accessories in relation to which any provisions of the Act are being violated. No penalty or confiscation made under this Act will affect the imposition of any other punishment under any other law in force.

If penalties that are imposed under the Act are not paid, they will be recovered, as arrears of land revenue and the licence or DSC shall be suspended till the penalty is paid.

Adjudicating Officers

The Central Government shall appoint an officer not below the rank of Director to the Government of India or equivalent officer of the State Government as an adjudicating officer to adjudicate upon any inquiry in connection with the contravention of the Act. Such officer must have the legal and judicial experience as may be prescribed by the Central Government in that behalf. 

The Adjudicating Officer must give the accused person an opportunity to be heard and after being satisfied that he has violated the law, penalise him according to the provisions of the Act. While adjudicating, he shall have certain powers of a Civil Court. 

Cyber Regulations Appellate Tribunal (CRAT)

A Cyber Regulations Appellate Tribunal (CRAT) is to be set up for appeals from the order of any adjudicating officer. Every appeal must be filed within a period of forty-five days from the date on which the person aggrieved receives a copy of the order made by the adjudicating officer. The appeal must be the appropriate form and accompanied by the prescribed fee. An appeal may be allowed after the expiry of forty-five days if sufficient cause is shown.

The appeal filed before the Cyber Appellate Tribunal shall be dealt with by it as expeditiously as possible and endeavor shall be made by it to dispose of the appeal finally within six months from the date of receipt of the appeal. The CRAT shall also have certain powers of a civil court. 

As per Section 61, no court shall have the jurisdiction to entertain any matter that can be decided by the adjudicating officer or the CRAT. However, a provision has been made to appeal from the decision of the CRAT to the High Court within sixty days of the date of communication of the order or decision of the CRAT. The stipulated period may be extended if sufficient cause is shown. The appeal may be made on either any question of law or question of fact arising from the order. 

Police Powers

A police officer not below the rank of deputy superintendent of police has the power to enter any public place and arrest any person without a warrant if he believes that a cyber crime has been or is about to be committed. This provision may not turn to be very effective for the simple reason that most of the cyber crimes are committed from private places such as ones own home or office. Cyber-cafés and public places are rarely used for cyber crimes. However, if the Act did give the police department powers to enter people’s houses without search warrants, it would amount to an invasion of the right to privacy and create pandemonium. Keeping this in mind, the Legislature has tried to balance this provision so as to serve the ends of justice and at the same time, avoid any chaos. 

On being arrested, the accused person must, without any unnecessary delay, be taken or sent to the magistrate having jurisdiction or to the officer-in-charge of a police station. The provisions of the Code of Criminal Procedure, 1973 shall apply in relation to any entry, search or arrest made by the police officer. 

Network Service Providers not liable in certain cases

To quote Section 78, it states:

"For the removal of doubts, it is hereby declared that no person providing any service as a network service provider shall be liable under this Act, rules or regulations made there under for any third party information or data made available by him if he proves that the offence or contravention was committed without his knowledge or that he had exercised all due diligence to prevent the commission of such offence or contravention."

"Explanation. For the purposes of this section,

(a) Network service provider means an intermediary;

(b) Third party information means any information dealt with by a network service provider in his capacity as an intermediary."

Thus a plain reading of the section indicates that if the network service provider is unable to prove its innocence or ignorance, it will be held liable for the crime. 

Cyber Regulations Advisory Committee (CRAC)

The Act also provides that as soon as it is enacted and it comes into force, the Central Government shall constitute the CRAC. The CRAC will assist the Central Government as well as the Controller of CAs to form rules and regulations consistent with the provisions of the Act. The Controller will notify these regulations in the Official Gazette after consultation with the CRAC and the Central Government. 

Electronic governance

The World Bank defines e-governance as the use of information and communication technologies by government agencies to transform relations with citizens, business world and other arms of the government. Ever since the creation of Ministry of Information Technology in the Union Government, State and union Territories expressed commitment for providing effective, responsive and transparent citizen governance through the use of Information Technology. E-governance is used as a synonym for an Information Technology driven system of governance that works better, costs less and is capable of servicing people's needs. It is also broadly defined as the use of Information Technology for efficient delivery of Government services to the people, business world and industry. The term e-governance involves the computerization and networking of all government departments and linking each district and taluka, with the State headquarters. The objective of e-governance in India goes beyond mere computerization of government offices. It fundamentally means changing the way the government operates and implies a new set of responsibilities for civil servants, business world and the public. Plans such as online services will give an average citizen access to Government services, with faster responses at more convenient hours. These services include providing information, collecting taxes, granting licenses, administering regulations and paying grants and benefits. The aim of e-governance is to eliminate middlemen and corruption. Once people know that information could not be monopolized, they would demand access to it.

With respect to electronic governance, the Act provides for the following:

· Any information or other matter, which the law requires to be in writing or in printed form, may be rendered or made available in electronic form, in a manner so as to be accessible and usable for subsequent reference.

· Such information or matter can be authenticated by means of a digital signature affixed in a manner prescribed by the central government

· Filing of any form, application or other documents with any office, agency or authority of the government or for the issue or grant of any license or permit by means of such electronic form, as may be prescribed

· Retention of documents, records or information in electronic form, if (i) the information contained therein remains accessible so as to be usable for a subsequent reference (ii) the electronic record is retained in its originally generated, sent or received format or in a format which can be demonstrated to represent, accurately, that format, (iii) the record bears details which will facilitate the identification of the origin, destination, date, time of dispatch or receipt of such record

· All rules, regulations, notifications issued by the government may be issued in electronic form

Possible Uses of E-Governance- 

The future of e-governance is very bright. With the help of information technology, the daily matters can be effectively taken care of irrespective of the field covered by it. For instance, the Delhi Police Headquarter has launched a website, which can be used for lodging a First Information Report. Similarly, the Patna High Court has taken a bold step of granting bail on the basis of an online bail application. The educational institutions, including universities, are issuing admission forms electronically, which can be downloaded from their respective websites. The results of examinations of various educational institutions, both school level and university level, are available online, which can be obtained without any trouble. These are but some of the instances of the use of technology for a better e-governance. The beneficial concept of e-governance can be utilized for the following purposes:

· To have access to public documents.

· For making online payments of various bills and dues.

· To file statutory documents online.

· To file the complaints, grievances and suggestions of citizens online.

· The online facility can be used to enter into a partnership the appropriate    government   in cases of government contracts.

· The citizens can use the online facility to file their income tax returns.

· The citizens will enjoy the facility of online services.

Digital Signature

Digital Signature means authentication of any electronic record by a subscriber by means of an electronic method or procedure 

Rapid developments in e-business pose a growing need for online security and authentication. Many emerging technologies are being developed to provide online authentication. The major concern in e-business transactions is the need for the replacement of the hand-written signature with an online’ signature. The traditional e-mail system, which has problems of message integrity and non-repudiation, does not fulfil the basic requirements for an online signature. Further, since the Internet communication system is prone to various types of security breaches, the discussion of robust and authenticated e-business transactions is incomplete without consideration of ‘security’ as a prominent aspect of ‘online signatures’. 

One may consider an e-signature as a type of electronic authentication. Such authentication can be achieved by means of different types of technologies. A Digital Signature (DS) can be considered as a type of e-signature, which uses a particular kind of technology that is DS technology. DS technology involves encrypting messages in such a way that only legitimate parties are able to decrypt the message. Two separate but interrelated ‘keys’ carry out this process of encryption and decryption.

One party in the transactions holds the secret key, or the private key, and the other party holds the public key or the key with wide access. The selection and use of an encryption technique plays a crucial role in the design and development of keys. In short, a DS satisfies all the functions, such as authenticity, non-repudiation, and security, of a hand-written signature. Such a ‘signature’ can be viewed as a means of authentication and can be owned by an individual. While using this technology, there must be third party involvement order to handle the liability issues that may be raised by bilateral transactions. With this existing legal infrastructure and the rapid emergence of software security products, it is important to understand the role of emerging technologies like DS in e-business. One of the major indicators of technological improvements is the market development and commercialization of that technology.

Biometric Authentication & Digital Signatures for the Pharmaceutical Industry 

Pharmaceutical companies are commonly driven by getting new drugs to market as quickly as possible making the manufacturing process as efficient as possible Maintaining high levels of quality control improving customer satisfaction. As pharma is a tightly regulated industry, there is a need to properly authenticate people so as to control access to systems and provide audit trail. There is also a need to authenticate people to allow them to electronically sign off on processes. The need for authentication exists throughout the value chain from molecule to mouth. 

A limited number of pharma companies have incorporated new technology to streamline R&D. The bulk of industry players, however, have yet to progress beyond paper and ink. Regulators have passed guidelines that allow for electronic submission of data in order to add velocity to the approval process and increase the accuracy of study data.  Pharma giants such as AstraZeneca Pharmaceuticals LP, Chiron Corporation and RW Johnson Pharmaceutical Research Institute use IntraLinks digital workspaces to create similar efficiencies throughout the clinical trial process, licensing, M&A and contracts administration. This collaboration solution allows sponsors, co-development partners, CROs, investigators and other clinical trail participants to use internet-based technology without infrastructure investments. Digital workspaces can be accessed from any internet ready computer via a web browser. Interlinks has developed an online interactive solution that can be used by investigative sites, study project managers and regulatory authorities.

Digital Signatures & Health Industry

With the promise of better patient care, improved efficiencies, and lower costs, 21stCentury health care is moving onto the Internet. In this increasingly virtual business milieu, market forces and government regulations are demanding that health care organizations (HCOs) protect the privacy and integrity of patient information. A primary driver of this dramatic electronic transformation is the Administrative simplification provisions of the Health Insurance Portability and Accountability Act (HIPAA), which mandated the Department of Health and Human Services (DHHS) to establish national standards for electronic transactions and rules for privacy and security in the health care industry. The goal was to improve the efficiency and effectiveness of the country’s health care system by encouraging the widespread use of electronic data inter- change while at the same time protecting patient privacy and ensuring data security.

The rules define what information is to be protected and who is authorized to access that information, and upholds the rights of individuals to keep information about themselves from being disclosed. Under the privacy rule, patients must be informed of these rights and receive notice of privacy practices. HCOs are charged with protecting patient data from any misuse, whether intentional or accidental, and from any unauthorized disclosure and any damage or alteration to the information. The privacy rule covers the policies and procedures that must be in place to ensure that health information is protected, and patient rights are upheld. Patient data must remain confidential, whether it is being transmitted or stored. 

HCOs are now moving mission-critical business processes onto the web and expecting faster turnaround and much lower costs. One example is claims processing: Preliminary studies al-ready shows a 5% to 10% decrease in administrative costs. Further time and staff savings are expected to come from eliminating manual procedures for document filing and retrieving, form completion and delivery, and check writing. Some analysts predict a decimation of transaction costs from $3 to $.10 per claim. 

The First Indian I.T. Act case

The Case of The State of Tamil Nadu Vs Suhas Shetty is notable for the fact that the conviction was achieved successfully within a relatively quick time of 7 months from the filing of the FIR. The efficient handling of the case, which happened to be the first case of the Chennai Cyber Crime Cell going to trial, deserves a special mention.

This case will be considered as a landmark case in the history of Cyber Crime Management in India.

The case related to posting of obscene, defamatory and annoying message about a divorcee woman in the yahoo message group. E-Mails were also forwarded to the victim for information by the accused through a false e-mail account opened by him in the name of the victim. The posting of the message resulted in annoying phone calls to the lady in the belief that she was soliciting.

Based on a complaint made by the victim in February 2004, the Police traced the accused to Mumbai and arrested him within the next few days.  The accused was a known family friend of the victim and was reportedly interested in marrying her. She however married another person. This marriage later ended in divorce and the accused started contacting her once again. On her reluctance to marry him, the accused took up the harassment through the Internet. 

On 24-3-2004 Charge Sheet was filed u/s 67 of IT Act 2000, 469 and 509 IPC before The Hon’ble Addl. CMM Egmore by citing 18 witnesses and 34 documents and material objects. The same was taken on file in C.C.NO.4680/2004.  On the prosecution side 12 witnesses were examined and entire documents were marked. Further the Defence counsel argued that some of the documentary evidence was not sustainable under Section 65 B of the Indian Evidence Act.  However, the court based on the expert witness of Naavi and other evidence produced including the witness of the Cyber Cafe owners came to the conclusion that the crime was conclusively proved.

The court has also held that because of the meticulous investigation carried on by the IO, the origination of the obscene message was traced out and the real culprit has been brought before the court of law.  In this case Sri S. Kothandaraman, Special Public Prosecutor appointed by the Government conducted the case. 

Honourable Sri.Arulraj, Additional Chief Metropolitan Magistrate, Egmore, delivered the judgement on 5-11-04 as follows:

“ The accused is found guilty of offences under section 469, 509 IPC and 67 of IT Act 2000 and the accused is convicted and is sentenced for the offence to undergo RI for 2 years under 469 IPC and to pay fine of Rs.500/-and for the offence u/s 509 IPC sentenced to undergo 1 year Simple imprisonment and to pay fine of Rs.500/- and for the offence u/s 67 of IT Act 2000  to undergo RI for 2 years and to pay fine of Rs.4000/-  All sentences to run concurrently.”
The accused paid fine amount and he was lodged at Central Prison, Chennai. 

Impact of IT Act on Banking Sector

Banks and Financial Institutions are the backbone of the economy of the country. Implementation of information technology and communication networking has brought revolution in the functioning of the banks and the financial institutions. For the sound implementation of information technology and communication networking in banks and financial institutions, necessary legal support is a must. Legal issues relating to electronic transactions processing at banks are very many and there was a need to address them by amending some of the existing acts and introduction of new act. Necessary legislative support is essential to protect the interests as much of the customers as of the banks / branches in several areas relating to electronic banking and payment systems. This is specially required to establish the credibility of Electronic Clearing System and Electronic Funds Transfer schemes based on the electronic message transfer. Since the Reserve Bank is embarking on large electronic schemes such as the nation wide Real Time Gross Settlement (RTGS), it is time that efforts are made to bring about necessary legislative framework that synchronizes and synthesizes with the initiatives taken by the Government of India, Ministry of Information Technology for implementation of the Information Technology Act, 2000. 

Role of Reserve Bank of India

Reserve Bank of India has played an important role in implementation of information technology in banking sector.

The Governor, Reserve Bank of India had appointed a Committee on technology issues under chairmanship of Shri W.S.Saraf, Executive Director to look into inter alia, technological issues relating to payment system and to make recommendations for widening the use of modern technology in the banking industry. The Saraf Committee recommended institution of Electronic Funds Transfer Systems in India. It also reviewed the telecommunication system like use of BANKNET and optimum utilization of SWIFT by the banks in India. 

Reserve Bank of India in 1995 constituted a committee under the chairmanship of Smt. K.S.Shere, to study all aspects relating to Electronic Funds Transfer and propose appropriate legislation. 

The Shere Committee had recommended framing of RBI (EFT System) Regulations under Section 58 of the Reserve Bank of India Act 1934 (RBI Act), amendments to the RBI Act and to the Bankers' Books Evidence Act, 1891 as short term measures and enacting of a few new Acts such as the Electronic Funds Transfer Act, the Computer Misuse and Data Protection Act etc; as long as long term measures. 

The Committee also suggested implementation of necessary legislative changes keeping in view the recommendations of Shere Committee. The need for addressing the following issues was also emphasised: 
· Encryption on Public Switching Telephone Network (PSTN) lines

· Admission of electronic files as evidence

· Treating electronic funds transfers on par with crossed cheques/drafts for purposes of income tax, etc. and

· Record keeping 

· Expectations of the banking Industry 

The common thread amongst the recommendations made by various committees was need for Legislative support. Following is the gist of the expectations of the banking sector had from the IT Act, 2000. 

Since banks are increasingly becoming paperless it has necessitated change in the Bankers Books Evidence Act as well as Reserve Bank of India Act. The Reserve Bank of India Act amendment merely provides for regulation of funds transfer through electronic forms and does not as such ordinarily affect cyber business. On the other hand, amendments to Bankers Books Evidence Act relate to the manner of providing banking transactions and records in the course of law. 

Information Technology Act, 2000

An Act to provide legal recognition for transactions carried out by means of electronic data interchange and other means of electronic communication, commonly referred to as "electronic commerce", which involve the use of alternatives to paper-based methods of communication and storage of information, to facilitate electronic filing of documents with the Government agencies and further to amend the Indian Penal Code, the Indian Evidence Act, 1872, the Bankers' Books Evidence Act, 1891 and the Reserve Bank of India Act, 1934 and for matters connected therewith or incidental thereto.

Information Technology Act provides solutions to some of the aforesaid demands of banking industry 

Amendment to the Reserve Bank of India Act, 1934 (2 of 1934) 

In the Reserve Bank of India Act, 1934, in section 58, in sub-section (2), after clause (p), the following clause shall be inserted, namely: — 

"(pp) the regulation of fund transfer through electronic means between the banks or between the banks and other financial institutions referred to in clause (c) of section 45-1, including the laying down of the conditions subject to which banks and other financial institutions shall participate in such fund transfers, the manner of such fund transfers 
Although the regulatory bodies like RBI and SEBI have responded to the requirements of the banking and financial services sector through guidelines and work group recommendations, following areas still remain the matter of concern. 

· Jurisdiction in case of WAP and Mobile-commerce

· Issue of Intellectual Property Rights as they apply to cyberspace and electronic information

Regulation of the electronic payments gateway

. Various issues pertaining to electronic funds transfer viz. Finality of payment,  liability for loss in case of fraud, technical failure, errors of insolvency and data protection

I. While virtual banks, still at infancy, need regulation, issues such as the regulator's jurisdiction and prerequisites of virtual banks have still to be thought through. 

II. Different authentication procedures have been adopted by banks such as pin code, passwords, account numbers and encryption, but Section 3 of the I-T Act, 2000, recognizes "asymmetric-crypto system" as the only authentication method for e-banking. 

III. Issues of online banking security include transmission of customer information, and the potential unauthorized access and usage of that information by bank employees. 

IV. Other major risks in Internet banking include third party access to account information due to theft or misplacement, loss of personal identification number by customer or illegal accessing of accounts by hackers and inadvertent finders.

Impact of IT Act on BPO’s

Business Process Outsourcing (BPO) is a buzzword among the corporates in the world today. Looking to the growth and government's support to it, BPO is being recognized as a specialized sector in India. 

As per estimates, India is set to become the most popular destination for BPO operations. A large number of multinational companies are outsourcing their business processes offshore to Indian BPO companies. While the US backlash is a serious issue, the Indian Business Process Outsourcing sector faces a far tougher challenge. The absence of data protection laws in the country is preventing Indian companies from gaining lucrative contracts in key segments. Till India plugs these loopholes, contracts at the higher end of the value chain might continue to elude Indian BPO firms. 

The European Union’s tough position on personal data protection has also contributed to lower outsourcing to India as compared to outsourcing from the US. This absence of data protection laws in India is proving an obstacle to Indian BPO firms who seek to move up the value chain, especially in domains such as healthcare. 

While the absence of data protection laws in India is a serious deterrent, Indian BPO outfits are trying to deal with the issue by attempting to adhere to major US and European regulations like the 

· Sarbanes Oxley Act 

· Safe Harbor Act

· GLBA for Financial Services

· FDCPA (Fair Debt Collection Practices Act)

· HIPAA for healthcare

· UK Data Protection (DPA) Act 
Sarbanes Oxley Act 

The Sarbanes Oxley Act of 2002, sometimes referred to as SOX, was a legislative response to the accounting scandal caused by the recent fall of some publicly held companies and the perceived excesses of the management of some other companies.  Sarbanes-Oxley requires compliance with a comprehensive reform of accounting procedures for publicly held corporations to promote and improve the quality and transparency of financial reporting by both internal and external independent auditors.

SAFE HARBOUR ACT

The European Union's comprehensive privacy legislation, the Directive on Data Protection, requires that transfers of personal data take place only to non-EU countries that provide an adequate level of privacy protection. While the United States and the European Union share the goal of enhancing privacy protection for their citizens, the United States takes a different approach to privacy from that taken by the European Community, as such; the U.S. Department of Commerce developed a "safe harbour" framework to streamline the process for US companies to comply with the EU Directive.

GLBA (Gramm-Leach-Bliley Act)

The Financial Services Modernization Act of 1999, more commonly known for its authors, GLBA Act, includes provisions to protect consumers personal financial information held by financial institutions. Repealing the Depression-era barriers that separated banking, insurance and securities, the Act allows US financial services providers (including banks, securities firms, and insurance companies) to affiliate with each other and enter each other's markets. The legislation is intended to ensure financial institutions protect sensitive customer information that may be accessible to hackers through web-enabled environments, including Internet connectivity and hosting arrangements. The Safeguard Rule went into effect in 2003, requiring proactive steps to ensure free security of customer information. The GLBA's privacy protections only regulate financial institutions--businesses that are engaged in banking, insuring, stocks and bonds, financial advice, and investing. 

FAIR DEBT COLLECTION PRACTICES ACT

The FDCPA, which became law in 1977, protects consumers from the unfair collection practices of third-party bill collectors. The FDCPA applies only to debt collectors attempting to collect consumer debts -- debts which were incurred for personal, family or household purposes.  Business or agricultural debts are not covered by the FDCPA and, even if the debt is a consumer debt, the entity which actually extended the credit is not covered by the FDCPA.

Health Insurance Portability and Accountability Act (HIPAA)

The goal of this legislation is to enable the movement of health information among health-related organizations in a protected manner. It includes various stringent privacy and security protections including limits on sharing and use of encryption. HIPAA applies to US healthcare providers / health insurers and their business associates. The Administrative Simplification section of HIPAA mandates a new security policy to protect an individual's health information, while permitting the appropriate access and use of that information by healthcare providers, clearinghouses and health plans.

DATA PROTECTION ACT

The Data Protection Act 1998 received Royal Assent on 16 July of this year. Its primary purpose is to implement the European Union Data Protection Directive. It creates many important new rights and obligations. One of the most attention-catching changes is the extension of data protection law to manual data in 'relevant filing systems. 

While individual companies may be equipped with certifications, what matters is whether India is viewed as a business environment where data protection is the norm rather than the exception

In the absence of data protection laws, the kind of work that would be outsourced to India in the future would be limited.

The Indian government is already working on revising India’s Information Technology Act of 2000. 

 The rules in the revised act will most likely be enforced by a special appellate court established under India’s Information Technology Act of 2000. India is also planning to set up a ‘Common Criterion Lab’, backed by the Information Security Technical Development Council (ISTDC), where intensive research in cryptography and product security would be undertaken. Increasingly, clients believe India will uphold the highest standards of security (BS 7799, ISO 17799) and sort out issues related to data protection, privacy and IP protection

We believe that the impact of this issue will be significant moving forward than it has been in the past, because in the start-up years of the BPO industry the nature and size of the BPO business outsourced rendered this manageable. But as the industry grows and the nature of work becomes more complex (financial accounting and tax preparation) and deal sizes become more significant, the lack of effective data protection and piracy laws can be very significant
Proposed Amendments to Information Technology Act 2000 

1. The Amendments to the Information Technology Act, 2000 have been shown in revision mode with footnotes explaining the amendments.

2. As the technologies and applications in IT sector change very rapidly, some of the provisions related to parameters that may change from time to time have been amended to provide for the new developments to be incorporated by changes in rules/govt. notifications.  This would enable the law to be amended and approved much faster and would keep our laws in line with the changing technological environment. 

3. Sub-section 4 of Section 1 relates to “Exclusion”. In view of changing needs, operation of this section has been made more flexible through prescription of such exception by rules rather than being part of the main Act.

4. The Act is being made technology neutral with minimum change in the existing IT Act 2000.  This has been made by amendment of Section 4 of the Act to provide for electronic signature with digital signature as one of the types of electronic signature and by enabling the details of other forms of electronic signature to be provided in the Rules to be issued by the Central Government from time to time.  This is an enabling provision for the Central Government to exercise as and when the technology other than digital signature matures.  Then there will be no need to amend the Act and the issue of rules will be sufficient.  Consequently the term digital is changed to electronic in other sections. 

5. In Section 4, the main aspect of electronic signature for legal recognition, namely, its reliability has been provided consistent with the UNCITRAL Model on Electronic Commerce. 

6. Section 6(2)(b) has been amended to allow public-private partnership in e-governance delivery of services.  

7. A new Section 10 has been added for “Formulation and Validity of Electronic Contracts”.  

8. Relationship between CCA, CA and Subscribers (Sections 17 to 42) have been revisited on the basis of the recent operational experiences and certain amendments proposed.  

9. In view recent concerns about the operating provisions in IT Act related to “Data Protection and Privacy” in addition to contractual agreements between the parties, the existing Sections (viz. 43, 65, 66 and 72) have been revisited and some amendments/more stringent provisions have been provided for.  Notably  amongst these are:

(i) Proposal  at Sec. 43(2) related to handling of sensitive personal data or information with reasonable security practices and procedures thereto

(ii) Gradation of severity of computer related offences under Section 66, committed dishonestly or fradulently and punishment thereof 

(iii) Proposed additional Section 72 (2) for breach of confidentiality with intent to cause injury to a subscriber.

10. Language of Section 66 related to computer related offences has been revised to be in lines with Section 43 related to penalty for damage to computer resource.  These have been graded with the degree of severity of offence when done by any person, dishonestly or fraudulently without the permission of the owner.  Sometimes because of lack of knowledge or for curiosity, new learners/Netizens unintentionally or without knowing that it is not correct to do so end up doing certain undesirable act on the Net.  For a country like India where we are trying to enhance the positive use of Internet and working towards reducing the digital divide, it need to be ensured that new users do not get scared away because of publicity of computer related offences.  Section 43 acts as a reassuring Section to a common Netizen.  IT Act in order to ensure that it promotes the use of e-commerce, e-governance and other online uses has been cautious not to use the word cyber crime in the text.

11. Section 67 related to Obscenity in electronic form has been revised to bring in line with IPC and other laws but fine has been increased because of ease of such operation in electronic form; link-up with Section 79 w.r.t. liability of intermediary in certain cases has been provided.

12. A new section on Section 67 (2) has been added to address child pornography with higher punishment, a globally accepted offense.

13. A new phenomenon of video voyeurism has emerged in recent times where images of private area of an individual are captured without his knowledge and then transmitted widely without his consent thus violating privacy rights.  This has been specifically addressed in a new proposed sub-section 72(3).

14. A new Section 68(A) has been proposed for providing modes and methods for encryption for secure use of the electronic medium, as recommended by earlier Inter Ministerial Working Group on Cyber Laws & Cyber Forensics (IMWG).

15. Section 69 related to power to issue directions for interception or monitoring or decryption of any information through any computer resource has been amended to take care of the concern of MHA and also on lines with the recommendations of IMWG.

16. A new section 78 A (Examiners of Electronic Evidence) has been added to notify the examiners of electronic evidence by the Central Government.  This will help the Judiciary/Adjudicating officers in handling technical issues.  

17. Section 79 has been revised to bring-out explicitly the extent of liability of intermediary in certain cases.  EU Directive on E-Commerce 2000/31/EC issued on June 8th 2000 has been used as guiding principles.  Power to make rules w.r.t the functioning of the “Intermediary” including “Cyber Cafes” has been provided for under Section 87. 

18. In order to use IT as a tool for socio-economic development, as explained in para 10 above, particularly to promote e-commerce, e-governance, its uses in health, learning, creating more opportunities for employment, reducing digital divide amongst others, it is necessary to encourage society to go through the learning experience.  In order to enable this to happen, it has been made clear that the normal provisions of CrPC will apply, except that only DSP’s and above will be authorized to investigate the offences.  

19. The amendment to the 1st Schedule (Indian Penal Code) and 2nd Schedule (Indian Evidence Act) around the recommendations of earlier IMWG has been incorporated.  However, the term digital signature would be replaced by electronic signature at suitable places.

Cyber Crime Investigation Cell (CCIC)

Crime Branch, Criminal investigation Department, Mumbai

The Cyber Crime Investigation Cell of Mumbai Police was inaugurated on 18th December 2000 and it is functioning under the overall guidance of Jt. Commissioner of Police (Crime), Addl. Commissioner of Police (Crime) and Dy. Commissioner of Police (Enforcement)

Events:

Mumbai Police organizes a major educative and awareness program, a 

“Cyber Safety Week” every year. During this week CCIC organizes awareness seminars to educate people about the Cyber World and safe practices in the Cyber World.

Cyber Safety Week 2003

Hon. Mr. Chagan Bhujbal inaugurated the Cyber Safety Week. Panel discussions were held at IMC (Indian Merchant Chamber) & FICCI (Federation of Indian Chamber of Commerce and Industries) Conference Rooms, while interactive seminars were conducted in different colleges and schools in Mumbai.  Mr. Harish Mehta of Onward Novell Software (I) Ltd., Mr. Ashank Desai of Mastek Limited, Mr. Atul Nisar of Hexaware Technology, Mr. Raj Saraf of Zenith Computers Limited and Mr. Ajit Balkrishnan of Rediff were the sponsors for this event.

 Cyber Safety Week 2004
 Mumbai police in association with eminent business organizations like AIAI (All India Association of Industries), CSI (Computer Society of India), FICCI (Federation of Indian Chamber of Commerce and Industries), IMC (Indian Merchant Chamber), IUCI (Internet Users Club of India), NASSCOM (National Association of Software and Service Company) and TIE (the Indus entrepreneurs) had organized this event

The speakers were the officers of the Mumbai Police and eminent person from the above-mentioned organizations. 

Cyber Safety Week 2005  
Seminars will be conducted in association with NASSCOM (National Association of Software and Service Company), CSI (Computer Society of India), and other experts in this field, during the month of November-December 2005.

 Any School and Colleges, who wish to have such types of seminars for their students, can be arranged by CCIC. They need to approach The Deputy Commissioner Of Police (Enforcement), Crime Branch, Mumbai.

Joint Initiative of Mumbai Police and NASSCOM

Mumbai Cyber Lab (MCL):-

Vision

To create a multi- disciplinary Centre of Excellence for enhancing cyber safety. 
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Mission 

· Promote collaboration among Mumbai Police, Information Technology industry, academia and concerned citizens to address cyber crime and its related issues. 

· Create Information Security infrastructure with the help of the above stakeholders, based on the 'Hub and Spokes' model. 

· Develop pro-active strategies for anticipating trends in cyber crime and formulating technical and legal responses on various fronts. 

· Facilitate cyber crime investigation training among police officers. 

· Develop cyber crime technology tools for criminal investigation. 

· Improve awareness of cyber crime among the people and enhance Information Security in Mumbai city in general. 

· Act as Resource Centre for other police organizations in the country. 
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Cases
A T - The Net Mafia
A company, which we shall call 'C' runs a payment gateway on their website. It deals with online credit card processing and provides services to merchants who accept online credit card payments.

A person, who we call A T executes an agreement with C for online payments through his website. A T receives a payment of Rs. 3,11,508/- from C between November 2002 to February 2003. C receives charge backs for all the credit cards used on A T's website. A T vanishes from all his contact addresses. 

Another person called S D executes an agreement with C for online transactions on his website. C makes the payments (Rs. 9,53,651/-) to S D in his Bank account in Pune; C receives charge backs for all the transactions done from this website, after which S D is untraceable.

A third person called J P executes an agreement with C on 25th May 2003. J P has a website. J P has an account in a bank in Hyderabad. C processes a number of transactions for J P and credits an amount of Rs. 4,22,978/- to his account. All credit card numbers are used on "Virtual Terminal" services provided by C. J P withdraws amount using debit card.

In an another instance, S S executes an agreement with C for online credit card processing. S S has a website too. Like J P, he has an account in Hyderabad. He receives payments through C to the tune of Rs. 1,41,342. 

Net Fraudster in the Police Net
C becomes suspicious about S S's account. They call him to their office to receive a check of Rs. 40,000/-. On 21st August 2003, a teenager identifying himself as S S comes to the office of C. He is detained and questioned by Police when he admits having posed as -

· S D 

· J P 

· S S 

He turns out to be A T, 2nd year engineering student from Pune [B.Tech(IT)] 

Lacunae in Payment Gateway
When the police investigate the case, turns out there are many loopholes in C's system. Yet another crime is committed due to the lack of awareness of cybersafety and a bit of carelessness.

Cases
An NRI duped for Rs.1 Crore on Net

A NRI (A non resident Indian based in Abu Dhabi) receives an exciting email from a woman supposedly named RB. She uses a fake email id to communicate with this person. After a while a liaison develops between the two and the NRI sends the woman a laptop and some mobile phones via a mediator. Both have never seen each other. 

After a while RB begins to threaten the NRI. He convinces her to meet him for a 'cozy' meeting at a hotel. The man waits and waits but the lady never turns up. After a while the man stops sending her email. But the lady has not had enough of this affair. She threatens that she will commit suicide if she doesn't hear from him. After a while, another lady comes into the picture and sends the NRI a mail requesting him to dissuade RB from committing suicide. He gets yet another mail from this second lady (who we shall call MN) informing him that RB has indeed committed suicide and that the police are investigating his role in the matter. She also informs him that it is likely he will be arrested. 

The NRI is petrified and asks the lady to help him out of the sticky situation. MN agrees and informs him that she will need some money from the NRI if he has to evade arrest. She also tells him that she is seeking the help of an advocate called Mr. AM in the matter. 

The NRI, out of sheer desperation transfers some money to Advocate AM's account in a bank in Mumbai. After the first installment, MN starts demanding more and more money from the NRI under some pretext or the other. She uses forge police and court documents to convince the man that she is indeed helping him out in the matter. 

The complainant receives a court order through an e-mail attachment of Calcutta High court and once again the duo i.e. MN and Advocate AM get a chance to mooch some money from the poor NRI. 

A third lady called Dr. S comes into the picture. She is supposedly based in USA. She strikes a friendship with the NRI who once again commits the same mistake of inviting this woman to meet him. Through her e-mail ID she agrees to meet him in Dubai. As the story goes, she leaves from her apartment in New York and goes missing on the way to Dubai. 

After that the NRI gets a mail from the New York Police informing him that they are investigating a case in association with the Kolkata Police as regards the missing woman. 

The NRI once again turns to MN and Advocate AM for help. They inform him that the missing Dr. S is a close relative of a Member of Parliament. By now the NRI is really really scared. He transfers some Rs. 20 lakhs to the account of Advocate AM to settle the matter.

After that, it doesn't take long for the NRI to realize that he is being duped. In a fit of desperation, he reports the matter to the police. By now, he has paid up approximately Rs. 1 Crore and 25 lakhs to the advocate and MN. Upon investigation the police realize that this is the handiwork of someone within India itself. 

Thankfully, the NRI has saved all the emails, which he has so far received, from the strangers he has been communicating with. The I.P. Address embedded in all e-mails received by complainant reveals that the origin of the emails is from 
1. X Company 
2. A residential address near Mumbai.

They also track a bank account at Chembur. 

BLACKMAILER IDENTIFIED
Police raids a flat, which has corresponds to the originating I.P. Address in the e-mails. Two laptops are recovered at place and they contain most of the e-mail communication made under the various identities such as MN, Advocate AM, New York Police, Kolkata Police etc. 

The man assuming these various identities is a single person and he is identified as one Mr. PM who is the GM of a large corporation. The computer found in his cabin contains critical evidence about the case. The man is eventually arrested and put behind bars.

WORK @HOME SCHAMSTER ARRESTED BY CYBER CELL

Cyber Crime Cell of Crime Branch, C.I.D., Mumbai Police have arrested a person by name Sripathi Guruprasanna Raj, aged 52 yrs who is the Chairman and Managing Director of Sohonet India Private Ltd., a company based in Chennai. Many complainants based in Mumbai had complained to the Cyber Crime Investigation Cell, that the said company has duped them each for Rs. 4,000/- and Rs. 6,000/- by promising them with monthly income of Rs. 15,000/-.
The said company through its website having URL www.sohonetindia.com and through various attractive advertisements in the news papers as well as by holding seminars in five star hotels, in various metropolitan cities like Mumbai, Delhi, Kolkata, Bangalore etc. had lured the various computer literate people with attractive schemes named Instant Treasure Pack (ITP) and Green Channel. The company then asked the interested people to register with their company for which they charged the registration fess Rs. 4,000/- which was later increased to Rs. 6,000/-. The company CMD, Mr. Raj promised the people so registered that they would be provided with the data conversion job, which would enable them to earn Rs. 15,000/- per month. The company then collected huge amount from the gullible computer users. Some of the users were provided with the job work whereas others were not even provided the job work (data conversion job) assured to them. The people, who were provided with the job work, did work day and night on their computers to complete the job work within the stipulated time period and submitted the job work to the said company. But even after repeated correspondence with the company, they were not paid. 

The total number of persons who have been duped by the Sohonet is about 18,000 and are located at various places in the country, whereas the company has paid only to about 1200 people for the work they have done for the company whereas others were either not provided with the work or were not paid for the work. By this way Sohonet amassed a huge amount, which may run into couple of crores.

A complaint was filed at Kalachowky Police Station vide C.R. No. 151/2003 u/sec 406, 420 r/w 120(b) IPC and office of Sohonet India Pvt. Ltd. located at Dr. Radhakrishnan Salai, Maylapore, Chennai was raided. The accused Sripathi Guruprasanna Raj, who is the CMD of the company, was arrested by the team of officers.

 Hacker hacks into a financial website

 Mumbai poilce have arrested a hacker by name Kalpesh Sharma for hacking into a financial website. Although the hacker couldn't break into the main server of the financial institution, which was well secured by the financial institution. The accused person could make some addition to the home page of the financial website and has added a string of text to the news module of the home page of the website. Police were able to crack the case by following the trace left by the hacker on the web server of the financial institution. The financial institution has maintained a separate server for financial online transactions, for which the fianancial institution has taken utmost security. The website was hosted on a different server which comparatively had lesser security. 

The hacker Kalpesh Sharma is a 10th Pass youngster of 23 years old. He has done computer courses like CCNA, MCSE etc. But he is a computer addict. He sits before the computer for almost 16 to 20 Hours each day. He has mostly used the readymade hacking tools, to hack into any website. He goes to a particular website on the web, which facilitates him to see the entire directory structure of that website. Then using various techniques, such as obtaining a password file, he gets into the administrator's shoes and hacks the website.

A case has been registered against the hacker under section 67 of Information Technology Act - 2000 and under various sections of Indian Penal Code.

Teenager cheats a Payment Gateway for Rs. 9 Lakhs

Mumbai police have arrested a student of Second Year Engineering College at Pune for duping a Payment Gateway. The student Amit Tiwari was arrested on various counts of cheating and forgery. 

The accused initially opened a website supposedly to carry out business of web designing. He opened an account with a payment gateway situated in Mumbai under false credentials. He then started browsing the web, especially various chat rooms and Newsgroups to obtain the credit card numbers. He then became his own client and started making payments to his own account using the credit card card numbers he obtained from the net of foreign nationals. Payment gateway couldn't get suspicion.

How to file a complaint:

For any cyber related complaint a person can visit the CCIC on the address given below or can register the complaint online on www.cybercellmumbai.com website.

Office Address
Cyber Crime Investigation cell, 
Annex III, 1st floor, Office of the Commissioner of Police, 

D.N.Road, Mumbai 40001
E -mail - officer@cybercellmumbai.com

Telephone nos :- (+91 ) - 022- 22630829
                            (+91) -  022 - 22641261 

                         Latest articles and Recent Developments

BPOs may not be held liable for data theft
Gaurie Mishra / New Delhi October 29, 2005

An amended IT Act will give a breather to BPOs.

If the government has its way, the Indian business process outsourcing (BPO) industry will not be held liable for any leakage of confidential client data.

“The proposed amendments to the Information Technology Act seek to exclude BPOs from being a network service provider. This will mean that they will not be held liable for any data theft or other such offences,” said an official in the Information Technology department.

The department is drafting a new IT law and hopes to table the Bill during the winter session of Parliament, scheduled to start on November 21.

With no data protection laws in the country, the move raised serious accountability issues in the industry, said cyber law expert Pavan Duggal. But NASSCOM refused to comment on the matter when contacted.

NASSCOM had earlier supported a separate data protection law but did not comment on whether or not BPOs should be brought within the scope of network service providers.

Some countries are pushing India to put in place data protection laws covering the entire gamut of services, from BPOs to pharmaceuticals.

Experts said the exclusion of BPOs from the ambit of network service providers would mean that they would not be held responsible for the theft of any confidential information of foreign clients, like credit card or bank account details.

“The decision will spell disaster for the sunrise industry as dilution of the law will not provide any safeguard to foreign clients against data theft or other such violations,” Duggal said.

The proposals will be finalized in a week. They will make the Indian BPO industry, which is facing competition from other low-cost destinations, unattractive for outsourcing.

Officials said the draft Bill sought to hold cyber cafes and search engines liable for data theft.

Govt plans amendments to IT Act
TIMES NEWS NETWORK[image: image4][TUESDAY, OCTOBER 18, 2005 12:51:51 AM]

NEW DELHI

Business process outsourcing units in the country can relax. Vague and umbrella provisions under the existing Information Technology Act, ’00, are to be replaced by clear and periodic security procedures to be spelt out by the department of information technology (DIT). Simultaneously, other government departments like the finance ministry and the health ministry are coming out with specific laws that will govern credit cards and health records. 

It may be recalled that most security breaches revolve around credit card information being leaked out. Precautions are being taken to guard against similar seepage of vital health-related information. The amended IT Act will, however, make room for a statutory framework to protect critical information infrastructure of the country. 

Brijesh Kumar, secretary, DIT, told ET that the proposed amendments to the IT Act will be finalized soon and sent to the Cabinet for approval. He said the government will frame reasonable security procedures to be followed by the BPOs in consultation with self-regulatory bodies of the industry and experts. These procedural norms will be notified as and when changes are called for and will be as good as law, provided there’s no specific law under which the breach can be dealt with.


Mr Kumar revealed that the government was framing some standalone legislations to deal with crime and security breaches involving credit cards. “Health information systems in hospitals, labs and outsourcing centers are also cause for concern and a separate law is being worked out by the related ministry to monitor them,” he added. 

Mr Kumar said the IT Act will be amended to facilitate IT usage and encourage e-commerce. While Section 79 of the Act is being amended to provide immunity to intermediaries like BPOs, telecom service providers, internet service providers and cyber cafes, it will also guard against meddling of evidence. Thus, while transmission over a network cannot be blamed on the intermediary, unless it is proved that the intermediary was aware of what was happening and deliberately did not take action — there will be provisions to deter destruction of evidence. 

Online payment sites, which are not specifically included under the ambit of the Act, will be added in with dos and don’ts. Attempts to engage in any form of cyber crime or abet the same would also be recognized under the Act. The amended Act will also spell out the police’s role and the manner in which investigations can be carried out.

Cyber crime stats: 1/3 is porn
INDIATIMES NEWS NETWORK[image: image5.png]
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NEW DELHI: The recent incident involving the circulation of an MMS featuring Bollywood actress Mallika Sherawat’s 'look-alike' in Mumbai and last year’s scandalous MMS showing a DPS girl in Delhi were not odd blips on the cybe rcrime scene in India. Nearly one-third of all cyber crime cases reported in the country are related to publication and transmission of obscene material. 

Cases related to hacking of computer systems, tampering source documents, breach of confidentiality/privacy and digital signature fraud come only next to cyber pornography cases. 

Figures revealing the trend of cyber crime cases in India were shared with Interpol member-countries at the ongoing general assembly session of the international police body at Berlin on Tuesday. 

According to the statistics revealed at the world forum by the CBI director U S Misra, 33% of all the cyber crime cases are related to publication and transmission of obscene material, followed by hacking which accounts for 30%. A huge 81% of the offenders are in the age group of 18-45 while the rest are in the 45-60 age group. 

While asking developed countries to impart effective operational training, particularly in cyber forensics, Misra in his capacity as the head of National Central Bureau (Interpol, New Delhi) revealed that cyber crime in India was reported from developed states and metropolises. 

The latest report from the National Crime Records Bureau (NCRB) too has indicated a similar trend as far as cyber crime cases are concerned. The report indicates that even the majority of the people arrested under the Information Technology Act 2000 fall under the category of using technology for “transmission of obscene pictures” in electronic form. 

Although the NCRB’s “Crime in India” report dealt with the figures of 2002, it gives a clear insight into the types of cyber crimes being reported in the country ever since the IT Act 2000 came into force.

Cyber Crime: International gang busted in Noida 

Noida: An international gang involved in a cyber racket to defraud customers via the e-mail was busted by the Noida police with the help of a bank manager here today.

Four persons involved in the racket have been arrested, including three Nigerian citizens, police said. The modus operandi of the gang involved sending a series of e-mails to customers asking them to deposit money in a particular account with an offer to get back double the cash or gifts within a short period, said Mr Trivedi Singh, the cyber crimes in-charge. 

The ICICI bank manager from Sector 18 informed the Noida police that a man from Manipur named Dhang Khan Mung, resident of A 33 Sector 34 had opened an account in the bank and was asking customers to deposit money in the account through the Internet, Senior Superintendent of Police (SSP) Piyush Mordia said. 

The bank manager further said he had received complaints from one Sudhir Rana from Chennai in this regard, the SSP said. The gang, ostensibly, had trapped dozens of customers through this modus operandi and so far Rs 14 lakh have been deposited in the account, the SSP said. The police are investigating the matter. 
Rajasthan police begin probe in cyber porn case 
Jaipur: Rajasthan police Friday started a probe into a case in which a Delhi-based married couple was secretly filmed at a hotel and the clip found its way to the Internet.

According to official sources, police have constituted a team led by an additional superintendent of police of the special crime branch to investigate the matter. 

Police swung into action after the husband, an engineer, lodged a police complaint. 

Earlier in the day, a Delhi police team arrived in the city and along with their counterparts from Rajasthan drove to the resort, 30 km from here on the Jaipur-Delhi national highway, where the couple had checked in. 

Police have questioned the resort's staff and management. 

The couple, who had stayed in the resort last December, were shocked to find themselves the subject of a porn video clip beamed on the Internet.

They were apparently shot in the hotel's bathroom by a hidden camera and the clip was later sold to a foreign website. 
Tatas win two cases of cyber squatting
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NEW DELHI: Tata Group has beaten attempts by two US-based cyber squatters, who hijacked two of its domain names. 
In the first case, the National Arbitration Forum of US has ordered the transfer of Indian corporate giant's domain name tata.us, stolen by a US citizen of Indian origin S Pulickal, back to the company after it filed a complaint. 
Pulickal had registered the domain name 'tata.us' with US domain name registry. 
The second cyber squatter had targeted the company's Direct to Home venture's domain name. 

After the group announced change in corpoate name of its DTH venture, a regular cyber squatter Sayed Hussein registered the domain name 'tatasky.com'. 
The Tata group filed a complaint with World Intellectual Property Organisation at Geneva and as soon as the complaint was communicated to Hussein he transferred the domain name to Tata Sky International Corporation, Brooklyn, USA. 
Eventually on September WIPO placed an order for transfer of the name to the Tata group. 
WIPO has been increasingly taking a stand against cyber squatters, who steal popular domain names with the intention of selling them back to the companies.

Dangers of phishing and pharming 

Alokananda Ghosh & Chandralekha Tulal show what to look out for while shopping online 

There’s a new breed on the Net — the cyber window shopper. Shopping online offers lots of benefits that you won’t find shopping in a store or by mail. The Internet is always open — seven days a week, 24 hours a day — and it’s crawling with super bargains.

The success of e-commerce in the country can be easily gauged from the fact that the 28-million-strong online population contributes to Rs 570 crore of transactions. It is estimated that a fourfold growth in the online population in the next two years will result in a 300 per cent growth in e-commerce, taking revenue from online transactions to Rs 2,300 crore. 

For the consumer, shopping online means speed, convenience and savings. For the retailer, the Internet offers a bigger audience and reduced infrastructure costs, which can be passed on to the consumer. 

Netizens between 18 and 25 years form the largest segment of window shoppers on the Net. They are mostly young professionals.

However, it is interesting to note that while 45 per cent of these people surfed the Net for information, price and availability of products to make informed decisions, 55 per cent had made an online transaction at least once. 

The biggest worry is credit card misuse or the fear of allowing unauthorised access to bank accounts in case of debit cards. Being flooded with spam also worries an online member. 

“The most common fear among shoppers is that their financial information will be misused, which is not totally unjustified,” says Pavan Duggal, advocate, Supreme Court of India and cyber law expert.

Agrees Preeti Desai, president, Internet and Mobile Association of India (IAMA), “There are a lot of fears associated with using a credit or debit card online. Consumers feel they are not protected on the Net and are liable to pay once online. The fear of fraud is also another major impediment.”

Let’s take a look at some of the frauds that can happen online.

Phishing is the type of online attack, whereby scammers copy the ‘look and feel’ of a reputed establishment’s website as accurately as possible, building a replica site as a bait to reel in the targeted company’s customers. 

One has to recognise this con job. Little details may be changed — like the missing ‘i’ in http://www.citbank.com shown on your address bar.

A more sophisticated version involves redirecting victims through a masked address with some cleverly concealed coding to redirect traffic from a genuine link. For example, one might use http://www.citibank.com, which is the genuine Citibank site.

But the information can be actually redirected to another site by using the ‘mask’. For example, http://www.citibank.com/track/ dyredir.jsp?rDirl= http://300.651.250.10/ will redirect you to an entirely different site, which looks exactly the same as the original.

In such cases, the name displayed on your address bar is indeed genuine, and you’d have to explore the entire link to realise that it’s a fraud. How often will you take this trouble?

Internet users who are unaware of phishing often just follow the instructions they see onscreen, and get into a serious financial mess. Other than this, there are innumerable cases of bogus online charities. The modus operandi is almost the same — just click on the link provided to make an online donation that will never reach the orphaned kid or tsunami victim it was intended for. You, on the other hand, have not only given the frauds money, but have also offered your credit card details.

An even more sophisticated and difficult-to-detect online fraud is pharming, which involves hijacking the targeted site altogether. In a typical case of pharming, either the victim’s system or the DNS server may be compromised to redirect traffic to a malicious site. Through ‘DNS poisoning’ or ‘URL hijacking’ even correctly entered URLs can be diverted to a malicious site somewhere else in an attempt to extract sensitive personal data.

Other scams that play on the Internet user’s greed include those related to online lotteries that require you to furnish your personal details in order to claim a prize you’ll never receive, online auctions, and postal forwarding/redirecting frauds.

“Despite such instances of cyber frauds, one must not forget that online crimes can also be committed by securing financial information offline," cautions Duggal.

For example, in 2003, Arif Azim, a call centre employee, was convicted for stealing and misusing a credit card number by smooth talking and convincing a bank customer, Barbara Campa, to reveal her credit card number and other details on the pretext of correcting her billing records. 

Furthermore, one should abstain from shopping pornographic and obscene material from the Internet as under the Information Technology Act, 2000, such actions have been made punishable with five years imprisonment and Rs 1 lakh fine, says Duggal. 

Precaution is still the best cure, advises Duggal. “So be on your alert and trust your instincts while transacting online,” he adds.

What if you are hit?

If you notice a transaction on your credit card not authorised by you, immediately call the company and reverse the transaction, urges Desai.

“In a scenario, where your request is denied by the company, you should report the matter to the deputy superintendent of police, as under the IT act, no officer below such a designation is authorised to handle a cyber crime,” clarifies Duggal.

	LOOPHOLES AND IMPROVEMENTS

	Loopholes
	Improvements needed

	No clear provision for handling of domain name issues. They are presently covered by legal norms applicable to intellectual properties such as trademarks
	The act needs amendment for handling domain name issues and related concerns such as cyber squatting 

	Jurisdiction problems are likely to arise as the act applies to both Indians and foreign citizens
	There should be clear briefs on how the act will apply to any offence, and how action will be taken against any person who has committed the crime outside India

	The law is now covered under civil procedure, making the enforcement process slow. This deters companies from approaching the cyber crime cell 
	If the law is covered under criminal procedure, the process could be faster

	Some definitions in the act are vague and can cause problems to the plaintiff
	Definitions, prescriptions of punishment and certain provisions (such as that dealing with hacking) need specific amendment 

	The act does not lay down parameters for its implementation
	Law enforcement officials need to be trained for effective enforcement


                                                  CONCLUSION

Cyber crime is a major concern for the global community. The introduction, growth, and utilization of information and communication technologies have been accompanied by an increase in criminal activities. With respect to cyberspace, the Internet is increasingly used as a tool and medium by transactional organized crime. Cyber crime is obvious form of international crime that has been affected by the global revolution in ICTs. As a recent study noted, cyber crime differ from terrestrial crimes in four ways: “ They are easy to learn  how to commit; they require few resources relative to the potential damage caused; they can be committed in a jurisdiction without being physically present in it; and they are often not illegal”. On the basis of this, the new forms of cybercrime present new challenges to lawmakers, law enforcement agencies, and international institution. This necessitates the existence of an effective supra national as well as domestic mechanisms that monitor the utilization of ICTs for criminal activities in cyberspace.

As the cases of cyber crime grow, there is a growing need to prevent them. Cyberspace belongs to everyone. There should be electronic surveillance which means investigators tracking down hackers often want to monitor a cracker as he breaks into a victim's computer system. The two basic laws governing real-time electronic surveillance in other criminal investigations also apply in this context, search warrants which means that search warrants may be obtained to gain access to the premises where the cracker is believed to have evidence of the crime. Such evidence would include the computer used to commit the crime, as well as the software used to gain unauthorized access and other evidence of the crime.

There should also be analyzing evidence from a cracker's computer by the officials investigating the crime. A seized computer may be examined by a forensic computer examiner to determine what evidence of the crime exists on the computer.

Researchers must explore the problems in greater detail to learn the origins, methods, and motivations of this growing criminal group. Decision-makers in business, government, and law enforcement must react to this emerging body of knowledge. They must develop policies, methods, and regulations to detect incursions, investigate and prosecute the perpetrators, and prevent future crimes. In addition, Police Departments should immediately take steps to protect their own information systems from intrusions.

 Computer crime is a multi-billion dollar problem. Law enforcement must seek ways to keep the drawbacks from overshadowing the great promise of the computer age. Cyber crime is a menace that has to be tackled effectively not only by the official but also by the users by co-operating with the law. The founding fathers of internet wanted it to be a boon to the whole world and it is upon us to keep this tool of modernization as a boon and not make it a bane to the world.

Information Technology Act 2000 (ITA-2000) has now been in existence for the last 5 years. The Act had for the first time in India attempted a legal regime for the Cyber space transactions. It had many drawbacks but it was a small step in the right direction.

The following are our Recommendations to improve the Act-;

ESTABLISH MORE CYBER POLICE STATIONS
The first cyber police station opened in Bangalore. There are tremendous requirements for more cyber police stations in India. This is so as the number of cyber crimes is constantly increasing and there are not enough response infrastructures available. Having more cyber police stations in the country would ensure that appropriate regions and areas are covered in a effective manner. The police and other law enforcement agencies in various states like Karnataka, Goa, Maharashtra, Gujarat, West Bengal, Delhi, Tamil Nadu, and Andhra Pradesh etc have already displayed their skill in nabbing high technology criminals.
In cities such as Bangalore, New Delhi and Mumbai, where cyber crime cells do exist, there is potential for improvement. The police needs to have immense skills in order to trace an accused. There is a necessity of familiarity with technical concepts, 

They need to be familiar with and using cyber forensic and other investigative tools
 which enable them to track down IP addresses and other technical details which are extremely critical for reaching up to the accused person. The police needs to be absolutely proficient in the working of the computers, computer systems and computer networks. They also need to be up to date and aware of latest techniques, technologies and methodologies that have emerged. Further, they need to have an appropriate bent of mind while investigating cyber crime, as cyber crimes are the completely distinct in their nature and inherent characteristics as compared to crimes in the actual world. If such force has to work efficiently, it has to have an all India jurisdiction and work parallel to the CBI. It can have officers deputed from the State police  so that    the State cooperates in such a venture without the suspicions normally associated with transferring cases in their jurisdiction to CBI.

HAVE TREATIES WITH OTHER COUNTRIES:

Since cyber crimes can be international in nature, India must sign extradition treaties with more countries and take the lead for international legislation to curb cyber crimes and for better enforcement of existing internet related laws Government should press other nations for a legislation conforming to international standards for internet crimes besides signing extradition treaties with more countries as enforcing judicial orders and pinpointing jurisdiction have become very difficult in cases of cyber law violation.
India has some of the best IT brains in the world. It has also strategic advantage of having some of the best-in-the-world and economical infrastructure backbones, services and human resources potential. With backing from proper legislation India can play a big role in development of the Internet and Computer technology not just in the country but all over the world.
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