Nuclear Terrorism.

Introduction

Nuclear terrorism denotes the use or threat of the use of nuclear weapons or radiological weapons in acts of terrorism including attacks against facilities where radio-active materials are present. The notion of terrorist organization using nuclear weapons has been a threat in a age of globalization. It is considered plausible that the rest could acquire a nuclear weapon.

Nuclear terrorism could include

· acquiring or fabricating a nuclear weapon

· fabricating a dirty bomb

· attacking a nuclear reactor

· Attacking or taking over a nuclear-armed submarine, plane or base.

Of all the dangers emanating from nuclear weapons the concept of nuclear terrorism is not understood by many. This is simply because in terrorist group is known to have obtained developed or deployed nuclear weapons. Hence the severity of its threats remains debatable. Conventional notions indicate that nuclear terrorism is too difficult to undertake since it would require substantial efforts expertise and competence on behalf of its perpetrators. The fact that no incidence of nuclear terrorism has been reported reinforces the perceptions that while biological, chemical and radiological terrorism is likely, nuclear terrorism is improbable. Gavin Cameroon, author of Nuclear Terrorism has said nuclear terrorism as a means of causing mass casualties, remains less likely than chemical or biological terrorism. Significant technical hurdles stand in the way of practicing nuclear terrorism in any form. Scholars like Benard Anet, Ernest Schmid and Christoph wirz has been dismissed nuclear terrorism on the grounds of technical hurdles, internal factors such as geography and politics and have ridiculed it as an overrated nightmare. 

This article presents a contrary view arguing that nuclear terrorism is no longer science fiction. It argues that nuclear terrorism is a plausible phenomenon that deserves adequate consideration substantial efforts expertise and competence to combat it. Though the concern for security is world wide this article does not suggest an alarmist and overstated view. It focuses on how it is feasible for 

Al Qaeda to obtain or develop nuclear weapons. It further studies whether Al Qaeda would resort to the use or threat of use of nuclear device if it is successfully obtains them. 

This paper explores how seriously the threat of nuclear terrorism is taken in India and what measures can be taken to combat this global threat.

Any public discourse on nuclear, chemical and biological terrorism is fraught with several problems. Any details to the risk might over state the threat and can led to alarmist reaction against this; restrained scholarly assessments can inspire and assist the perpetrators of such threats. Potential nuclear terrorist can also have an upper hand after studying some of the available papers and reports on nuclear explosive device. Once school of thought presents the alarmist view that the likelihood of nuclear terrorism is high and is increasing. According to this school of thought, government must urgently take adequate measures since catastrophic acts of terror are inevitable. The second school of Thought presents a more complacent view that believes terrorist groups will remain dominated by low level attacks, resulting in limited casualties only. For this group, any elaborate measure to combat nuclear terrorism is not only futile but also a waste of government and resources. A more balanced view is found in the middle ground approach that incorporates elements from both the above schools. It acknowledges that while the threat of nuclear terrorism might be limited, the possible consequences of such attacks are so high and severe that it warrants serious considerations. The limited affects of the chemical attacks by the Aum Shinrikyo cult in 1995 in the US anthrax attacks of 2001 are often cited as examples by this school. Thu, the threat of nuclear terrorism merits judicious risk assessments that allow for threat understandings and countermeasures, without causing hysterical fears or arguments that deny any validity to the prospects of chemical, biological, radiological and nuclear (CBRN) terrorism. 

The September 11’01 has led to the belief that in present day terrorism, there is no limits, no constrains- nothing is off the table. In 1996 Osama Bin Ladin ask Khalid Sheihk Mohammad, the principal planner behind the 9/11 deadly attack, “why do you use an axe when you can use a bulldozer.” Mohammed, during his interrogation revealed that by ‘axe’ Bin Ladin referred to a proposal to charter a small plane filled with explosive and crash it into the CIA Headquarters in Langley, Virginia. Bin Ladin gave instruction to Mohammed to devise a more dramatic, devastating blow against the ‘hated enemy’. Al Qaeda remains capable of catastrophic attacks and maybe even more determined to stage a major strike to prove its relevance. Bruce Hoffman a terrorism expert at GeorgeTown University has said “Al Qaeda’s obituary has been written far too often in the past few years for anyone to declare victory… we are indisputably up against a very resilient and implacable enemy.” The possibility of nuclear terrorism is becoming more salient in international affairs with the growing sophistication lethality of conventional forms of terrorism, the vulnerability of power and research reactors to terrorist attack, and of weapons- usable nuclear materials to pilferage activities. Today’s terrorist operates with apocalyptic motivations to unleash cataclysmic disaster on their targeted enemies. 

CAN Al QAEDA ACQUIRE NUCLEAR CAPABILITIES?
The feasibility for terrorist groups to develop and deploy nuclear weapons raises several questions. Can they acquire fissile materials? Have they mastered the relevant technical and scientific competence to develop a nuclear device? Do they possess the necessary delivery vehicles to launch them? The examples of unsuccessful states with nuclear weapon programs like Iran are often cited as evidence of difficulties involved in developing weapon capabilities. ‘Significant technical hurdles stand in the way of practicing nuclear terrorism in any form.’ For the purpose of studying nuclear terrorism in India, Al Qaeda has been selected as the terrorist organization seeking nuclear weapons, as all existing literature indicates that it has the determination and will to explode nuclear warheads.

Al Qaeda can acquire nuclear weapons or explosives by stealing or purchasing intact nuclear weapons from in any state with poor security of its stockpile. They can also fabricate a bomb. In likelihood, they will opt for the latter since it is easier to obtain fissile materials than to procure an intact bomb. Top US government officials has stated that al qaeda has obtained at least 40 nuclear weapons from the Soviet Union including suitcase nukes mine artillery shells and even some missile warheads. In addition, documents captured in Afghanistan show al qaeda had plans to assemble its own nuclear weapons fissile materials it purchased on the black market. Osama Bin Ladin’s group is also paying nuclear scientist from Russia and Pakistan to maintain its existing nuclear arsenal and assemble additional weapons with materials it has invested millions in procuring over a period of ten years. At least half of the nuclear weapons in the al qaeda’s arsenal were obtained for cash from the Chechen terrorist allies. There is virtually no doubt among intelligence analysts that al qaeda’s has obtained fully assembled nuclear weapons. There has been several cases of diversion of nuclear materials from poorly safeguarded reactors. The International Atomic Energy Agency (IAEA) Illicit Trafficking Database reports 103 confirmed incidents of illicit trafficking and other unauthorized activities involving nuclear and radioactive materials in 2005. Another 57 incidents were previous years were reported involving illicit trafficking that occurred mainly in 2004. In February 2007 IAEA reported 149 confirmed incidents of illicit trafficking and other unauthorized activities involving nuclear and radioactive materials in 2006. US security specialist Shaun Gregory argued in an article that terrorists have attacked Pakistani nuclear facilities three times in the recent past- twice in 2007 and once 2008. After several incidents in Pakistan in which terrorist attacked three of its military nuclear facilities, it became clear that there emerged a serious danger that they would gain access to country’s nuclear arsenal, according to a journal; published by the Us military academy at West Point. According to Michael Leiter Director of National Counter;-Terrorism Centre, USA Al Qaeda’s senior leadership in Pakistan remain committed to acquiring weapons of mass destruction including nuclear weapons

ACQUISATION OF FISSILE MATERIAL

Can a crude nuclear device serve the purpose of the al qaeda’s? All nuclear weapons state has invested several years of work and ‘large design teams and resources to the development of nuclear weapons’. The technical difficulties are significant but to produce curer nuclear weapons to not demand extensive know how. Presumably the al qaeda’s leaders will opt for a nuclear weapon to surmount the technical barriers involve in developing traditional state to the art nuclear weapons. They are basically two designs of nuclear weapons which are likely to serve the purpose of al qaeda. The first is a ‘gun-type’ bomb, the simplest nuclear bomb that can be design from HEU. The second design involves and ‘implosion-type device’. The yield is much higher in the implosion-type device. Pakistan Uranium based nuclear weapons program. (India’s nuclear weapon program is plutonium- based) especially posses significant concerns. The relatively large stockpile of HEU within Pakistan projects worries thet is no longer hypothetical. The prevailing political upheaval it hr country raises the risk of terrorist gaining to Pakistan HEU stockpile. This, in turn escalates the threat of nuclear terrorism in South Asia.

Most terrorist will be satisfied with a large cumbersome unsafe unreliable unpredictable and inefficient device. They are not concerned about the unreliability of crude nuclear weapons. Although an ignition failure or a fizzle yield will be disadvantageous for Al Qaeda, unlike traditional State-of-the-art nuclear weapons, will not necessarily require sophisticated delivery launch pads (Missiles or mortars). Crude nuclear bombs can be easily carried in an automobile or van for subsequent detonation on the target area. 

An important aspect of the threat of nuclear terrorism is the large size an broad distribution of the global stockpiles of nuclear weapons and materials needed to make them. There are more than 25 thousand assembled nuclear weapons in the world. Russia and US own some 95% of these weapons. The reaming are distributed among Israel India Pakistan and most recently North Korea. In addition, world stockpiles of separated plutonium and HEU amount to well over 2300 tones- enough to manufacture over 200000 nuclear weapons. Tons of HEU reactor fuel much of it under inadequate are spread among civilian reactor sites around the world but separated plutonium-despite efforts in some countries to recycle it-is growing at an average rate of about 10tons per year. 

Meanwhile Pakistan is constructing its second and third Plutonium production reactors, which is expected to triple its annual weapons-grade plutonium production. A recent report suggests that Pakistan has developed more advanced centrifuge technology than India. These machines have the potential to significantly accelerate Pakistan’s inventory and production ate of weapons – grade. HEU more than previously estimated. The security of the world’s distribution of Global stockpile requirements varies from excellent to appalling. Some nuclear stockpiles are dangerously insecure. Hence substantial efforts are required to secure them from sabotage. Al Qaida will target those vunerable locations where fissile material is poorly safeguarded and thus easiest to steal or be bought from someone willing to sell. A difficult situation can arise in case of a conspiracy by insiders possibly, coerced by terrorist as this will be difficult to unearth and scuttle. In Nov. 2007 four armed man broke into the Pelindaba nuclear facility in Pretoria, a site were an estimated 25 bombs’ worth of weapons-grade uranium is stored. They deactivated several layers of security suggesting intricate knowledge of the system by an insider. If the armed attackers had succeeded in penetrating the site’s highly enriched uranium vault, they could have carried away the materials for the world’s first terrorist nuclear bomb. This incident is a pointer to the importance of upgrades in the physical protection of nuclear facilities.

RISKS DURING TRANSPORTATION 

Nuclear warheads and weapons-useable materials remain highly vulnerable while they are being transported as it then impossible to provide the multiple layers of detection and delay that can be put in place at a fixed site. Though there are measures such as ‘armed guards accompanying the transports, vehicles with special protection against hijack and sabotage, a first aid team, fire crew and personnel equipped to monitor for radiological hazards, secrecy concerning the schedule and route of the transports, and continuos nor frequent tracking of the transport enroute.’ These can be sabotaged.

The concern for ‘theft of essential ingredients of a nuclear is not a hypothetical worry,’ says Mathew Bunn, associate professor at Harvard Kennedy School of Government, noting that over the past 15years , there have been several incidents in which nuclear material have been ,stolen. The IAEA database on nuclear smuggling includes 15incidents of real theft and smuggling of separated plutonium or HEU confirmed by the states involved. An important question that demands attention is how many nuclear thefts have occurred that may not have been detected.  Unfortunately there is no conclusive answer to this.

Insider threat is a critical aspect of nuclear terrorism. Insiders present a dual threat; theft of nuclear materials and sabotage of the facility. Even if nuclear facilities are adequately protected against theft or sabotage, insider threat remains .nuclear facilities typically employ large numbers of people, and certain employees must have access to vital areas of the facility in order to perform their work. Some employees could take advantage of that access to perform acts of sabotage or theft that could be immensely destructive.

Al QAIDA AND NUCLEAR TERRORISM

The goal of terrorists is primarily fulfilled by being able to have, in the words of Brian Jenkins, an expert on terrorism, ‘a lot of people watching, not a lot of people dead’. Terrorists pursuing political aims are more interested in publicity than in a great number of victims.

The conventional view suggesting a minimal likelihood of terrorist using weapons of mass destruction has significantly evolved, particularly with the 9/11 attacks. These attacks revised the conventional form of thinking and led to serious thought being given to the possibility of WMD being used outside the context of general interstate warfare by terrorist groups. The WMD which were considered the ‘ technological frontier of warfare’ and principle weapons of powerful states, have now increasingly evolved to be weapons of the weak states or groups that militarily are at best second class. These WMD which were earlier symbolic of strength, now are believed to be instruments of vulnerability and weakness making them ‘the only hope for so called rogue states or terrorist who want to contest American power.’ Given the conflict of interest between terrorist and their targets, communication or cheap talk is insufficient to change minds or influence behaviour. Since it is hard for weak actors to make credible threats, terrorists are forced to display publicly just how far they are willing to go to obtain the desired results; as was the case of the September 11 attacks.

Going by Brian Jenkins’ argument, it appears that terrorists have an aversion for mass killing. By that logic, Al Qaida will refrain from a nuclear attack which will kill thousands of people. However, a threat assessment based solely on extrapolation from the past will be deceptive. The general aversion for mass killings among non-state actors is gradually diminishing due to large-scale societal changes. 

The number of causalities in acts of terrorism varies from year to year but the trend is clearly increasing  from the year 2006 to 2007, terrorist strikes against non-military targets worldwide remained at roughly 14500 attacks, but the number of deaths increased to 22685 from 20872, according to statistics compiled by the National Counterterrorism Centre.

Al Qaida holds the dubious distinction of being the most destructive terrorist organisations of the world. The US State Department’s 2007 annual Country’s Reports on Terrorism states: ‘Al Qaida and associated networks remained the greatest terrorist threat to the US and its partners in 2007.

ISLAM AND NUCLEAR WEAPONS

‘Violence deserves violence’ is the assertion of Al Qaida’s definition of justice. Senior leaders have misinterpreted the Sharia law and infused Nuclear weapons are a new technology, unmentioned in the Qaran, yet senior Al Qaida leaders have justified the use of such weapons. Al Zawahiri justified the 7/7 attacks in London by saying,” You (US) made rivers of blood in our countries, so we blew up young minds with misperceptions about jihad and martyrdom, in which they have been quite successful. From January to April 2008, there have been 19 suicide attacks in Pakistan, killing 274 security officials and injuring many more. Terrorism reflated fatalities and incidents have dropped from 11585 in 2009 to 7435 in 2010.

NUCLEAR TERRORISM AND INDIA

Nuclear terrorism is a plausible reality with the rapid globalization of technology, relevant information, and social transformation. The probability of terrorist accessing sensitive material and technology has increased. The political instability in Pakistan and Afghanistan makes them vulnerable locations for terrorist to acquire nuclear weapons/radiological weapons and other materials. The evolving India-US strategic relationship has further augmented the threat from Al Qaida ,which has declared jihad against the united states and allies. A BBC opinion poll revealed Al Qaida has not weakened as an organisation and efforts to tackle it have been so far unsuccessful. Various radical groups like Jaish-e-Mohhamed (JeM) and Lashkar-e-Toiba (LeT) are influenced by the al Qaida led pan-global jihad coalition and share a common ideology. The seriousness of the problem lies in the fact that Al Qaida desires to obtain nuclear/radiological materials and weapons, and has touched base with various individuals and Islamic militant groups to acquire these sensitive technologies and materials.

The apprehension of nuclear terrorism is further strengthened with jthe jreported incidents of smuggling of fissile materials in India and in the sub-continent. Most of the fissile materils seized from India is from local facilities. For example, in April 2005, uranium stolen from a jgovernment facility in Shillong was seized from Asom. In August 2001, Indian security forces seized 225kgs of yellow cake enroute to Bangladesh. What deserves attention is that proliferation of fissile materials will remain a problem in the long term as was indicated in the Asia Pacific Security Survey 2007 report.

The probability of nuclear terrorism in South Asia is gradually gaining ground. The assassination of former Prime Minister of Pakistan , Benazir Bhutto, reinforce fears over the possibility of Pakistan’s nuclear weapons arsenal falling into the hands of Al Qaida. The state of Pakistan’s security system is such that they cannot accord adequate and effective security to their heads of the state and where political instability is deepening, it is difficult to rule out the possibility of infiltration by Al Qaida cadres to acquire nuclear materials, if not weapons, from Pakistan’s inventory.

The infamous nuclear black market started by Dr. Abdul Qadeer Khan has further revived fears jihat rogue states or individuals can illicitly transfer or sell nuclear technology and materials to a terrorist’s organisation or a state known to sponsor terrorism. The recent nuclear test conducted by North Korea is believed to have profitably derived from Khan’s illicit activities.

According to a German intelligence service report there is undoubtedly a channel existing for the transfer of Nuclear weapons flowing from states to Non-States Actors. The situation takes a dangerous turn when the state possessing Nuclear Weapons happens to be a state facing increasing Political Stability. The breakdown of the political machinery in a state troubled by political upheavals exacerbates the danger of Weapons of Mass Destruction falling in the hands of separatists and religious fanatics. Prolonged political instability will greatly elevate the risk of fanatics groups engaged in terror activities seizing Nuclear Weapons. The situation in India also points to links between LET JEM and Al Qaida. The bombs used in the Surat and Bangalore blast in July August 2008 were believed to be the handiwork of Al Qaida cadres and even intelligence inputs indicate the severity of the threats scenario. 

Security Structure of Indian Nuclear establishment

Indian Nuclear establishment is elaborate with sophisticated safety and security measures in place. However, much needs to be done. Though the Central Industrial Security Force (CISF) is responsible for protecting India’s nuclear installations, it is overburdened with additional responsibilities and stretched too thin. In September 2004, a senior Scientist at the Remote Sensing Applications Centre (RSAC) in Lucknow was arrested along with his wife, a former employee at the centre for selling classified satellite pictures and data. Nuclear facilities also face vulnerabilities from cyber – security threats. Nuclear facilities face potential risks form insiders. This can range from theft of material, sabotage of facilities or specific processes, disruption of the alarm systems and simple acts of assistance, such as providing building layouts or access codes to terrorists.

When it comes to the protection of India’s nuclear power plants, there should be no room for complacency. Within a month of 9/11 New Delhi announced no – fly- zone restrictions around nuclear power plants but these have not been strictly enforced. There is also not much information available about whether these facilities are protected by anti – aircraft defences even as aircraft fly over Bhabha Atomic Research Centre (BARC) today. 

Conclusion 

The threat of nuclear terrorism is a low – probability one but with a high – consequence probability. Though the efforts to minimise the threat of nuclear terrorism is increasing, there is a lack of serious debate and awareness on the subject. At present, there is the need for a comprehensive legislation to provide clear guidelines for nuclear disaster management.  

Since nuclear terrorism is an unpredictability reality, India must develop an attribution capability similar to the nuclear attribution programme developed by the US Department of Defence. There is also the need to implement sabotage resistance safety systems. The IAEA has adopted an integrated approach to protection against nuclear terrorism. The credibility of security force like the CIFS should be further reassessed. There is also a need to establish a Nuclear Information Management (NIM) programme to preserve a record of information that emerges at every stage of development of nuclear energy-Fissile material mining, waste management, etc. Efforts should be made to use this information in a sustainable way. India and Pakistan have joined the Global Initiative to Combat Nuclear Terrorism. The threat of Nuclear terrorism can be substantially reduced in South Asia, if India and Pakistan mutually agree to reduce the fissile stockpile. 
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