E – COMMERCE AND ELECTRONIC CONTRACTS

Introduction 

Recent advances in the areas of computer technology, telecommunications technology, and software and information technology have resulted in changing the standard of living of people in an unimaginable way. New techniques of exchanging information and transacting business are transforming many aspects of social and economic organization. These modern technologies are being combined, especially through the Internet, to link millions of people in every corner of the world. Thus communication is no more restricted due to the constraints of geography and time. Information is transmitted and received widely and more rapidly than ever before. As a result, commercial deals are struck, transactions completed, and decisions taken almost instantaneously. And this is where the flexibility in terms of place, time, space, distance, payment that electronic commerce offers the business environment plays a vital role. It is a modern business methodology that addresses the needs of organizations, merchants and consumers to cut costs while improving the quality of goods and services and increase the speed of service delivery using computer network to search and retrieve information. 

E-Commerce 

E-commerce is associated with the buying and selling of information, products and services via computer networks. It is a means of transacting business electronically, usually, over the Internet. It involves a composite of technologies, processes, and business strategies that aids the instant exchange of information within and between organizations, buyers and sellers. E-commerce is well suited to facilitate the re-engineering of business processes occurring at many firms. The basic aims are: 

· reduced costs,

· lower product cycle times,

· faster customer response and 

· improved service quality by reducing paper work, thus increasing automation. 

Now a days, completely new business strategies and applications are used to approach the customer. Such new types of information based business as on-line customer service helps in reducing costs in managing orders and also interacting with wide range of suppliers and trading partners. With this, E-commerce is expected to improve the productivity and competitiveness of participating businesses by providing unprecedented access to an on-line global market place with millions of customers and thousands of products and services. 

E-commerce is the tool that leads to ‘enterprise integration’ for a company for an industry and ultimately for the vast network of small businesses, government agencies, large corporations and independent businessmen. An e-commerce site will enable one to expand his business by contacting people from various regions without incurring additional expenses of opening up branch offices or extensive and expensive advertisement campaigns. E-commerce has definitely not left India untouched though in India it still has a long way to go before it matches international standards. 

Contract 

Contract is said to be the foundation of the civilised world. The term ‘contract’ is defined by various authors as: 

· A contract is an agreement creating and defining obligations between the parties—Salmond 

· A contract is an agreement enforceable at law, made between two or more parties, by which rights are acquired by one or more acts or forbearance on the part of the other or others—Anson 

In India the law relating to contracts is governed by The Indian Contract Act 1872. 

Electronic Contracts 

Electronic Commerce Bill does promise to make electronic contracts feasible. Would a supplier making details of goods and services with prices available on a website be deemed to have made an offer or would it be an invitation to treat? Learned authors have opined that there not much difference and therefore unless the website is so designed as to be construed as making an offer, in most situations, such displays would be treated in law as an invitation to treat. The use of e-mails and website offers and acceptances also present fresh challenges to current laws on determination of time and date of offer and acceptance. E-mails may not be actually received, just like the post, or be delayed or even lie unopened. On the other hand, web transactions more closely resemble telephonic and telex communications and offer and acceptance may be instantaneous. 

Electronic transactions are conceptually very similar to traditional (paper based) commercial transactions. Vendors present their products, prices and terms to prospective buyers. Buyers consider their options, negotiate prices and terms (where possible), place orders and make payments. Then, the vendors deliver the purchased products. Nevertheless, because of the ways in which it differs from traditional commerce, electronic commerce raises some new and interesting technical and legal challenges. These include – 

1. E-contracts cannot satisfy the legal requirements of reduction of agreements to signed documents.

2. Legal rules of evidence to such e-contracts cannot be applied and

3. Interpreting, adapting and compiling many other existing legal standards in the context of electronic transactions. 

From a legal perspective, one of the most significant issues in electronic commerce is how to create enforceable digital contracts for the sale of goods and services and how to ensure that a digital transaction will be at least as enforceable and valid as a traditional paper-based transaction. 

In every business environment, whether transactions are executed in person or over distance there are accepted customers and practices that determine, in conjunction with applicable legal rules, the parties, rights and responsibilities. These practices often include controls such as – 

· Signatures, to evident agreements,

· Time and date stamping, to provide proof of dispatch, submission, receipt and acceptance and

· In some cases, witnesses, notaries or other trusted third parties, to acknowledge and authenticate transactions. 

The purpose of these controls is to create the necessary level of certainty in business transaction. Although electronic commerce is increasing rapidly, the development of a corresponding legal and control infrastructure or mechanisms has lagged behind. The goal of such mechanisms is to make electronic transactions at least as efficient, secure and legally binding as traditional commercial transactions, without forcing users to negotiate customized terms and conditions. At the heart of electronic commerce transaction is the intention – the critical need – to force a legal binding agreement between the transacting parties. 

Traditional And Electronic Contracts: 

The law has been slow, in relation to the progress of technology and business practices, to accommodate differences between e-commerce and traditional contracts. This trend is likely to continue, as law is created in order to keep a check on the fast changing trends of the society and is only effected when there is a cause and technology most often out spaces law. The most important difference between e-commerce and traditional commerce is that E-transactions diminish reliance on paper to document a transaction and they also diminish the role of human participation in transaction. 

However, both involve functional equivalence that is payment and delivery, both intend to create a binding agreement and document the transaction for enforcement purposes. Nevertheless, certain technical and business processes do vary considerably from traditional methods and therefore may benefit from more direct and comprehensive legal treatment. 

Sources Of Law: 

In both common and civil law systems, statutes and other legal rules assign legal significance to both the courses of dealings between parties over time and to generally accepted and followed practices of the trade. Generally in contract disputes, unless it can be proved that the parties agreed otherwise, choice of law rules mandate that the place where the contract was formed governs. 

Accordingly where parties to e-commerce deal frequently with same trading partners, they will often enter into trading partner agreements which establish ground rules for current and future dealings between themselves with infrequent partners, as is becoming increasingly common, parties ought to establish similar ground rules. The practical limitation on negotiation to such instances urges, the enactment of legislation and / or the establishment and recognition of system – wide rules or trade practices. 

The set of laws and rules governing a transaction may be summarized generally as follows and any inconsistency between them will, with certain exceptions, to be resolved in favor of the higher set. 

· Provisions of the agreement between the parties, 

· Course of dealing between the parties,

· Accepted trade practices in the applicable field of commerce,

· Pertinent statutory laws and regulation, such as the Uniform Commercial Code and other legislative and administrative enactment and

· The civil code of jurisdiction or the common law as applicable 

Essential Elements of a Valid Contract: 

Section 10 of the Indian Contract Act 1872 deals with the basic essentials of a valid contract. They are: 

1. An offer or proposal by one party and an acceptance of that offer by another party resulting in an agreement.

2. Genuine consent between the parties.

3. An intention to create legal relations or an intent to have legal consequence.

4. The parties to contract are legally capable of contracting.

5. The object of contract is legal and is not opposed to public policy.

6. The agreement is supported by consideration.

7. The agreement is capable of being performed, i.e. it is not impossible of being performed.

8. The terms of the contract are certain. 

Stages 

There are 3 basic stages in a valid contract: 

a. Offer or proposal and acceptance,

b. Intention to create legal relations,

c. Consideration. 

Unless and until all these 3 stages are satisfied there cannot be said to be a valid and enforceable contract. 

Similarly, there are three significant stages in electronic transactions—
The first stage is known as the “searching” stage where there is only interaction between the suppliers and consumers but actual transaction does not take place. 

The second stage is the “ordering” stage which entails ordering and payment for the good or service, through the electronic transmittal of credit card or bank account information. 

Finally there is the “payment / delivery” stage wherein only those transactions that can be concluded entirely through electronic delivery of digitised information are carried out. 

Information Technology Act 2000: 

This is an act to provide for transactions those carried out by means of electronic data interchange and other means of electronic communication. These commonly referred to as “electronic commerce”, which involve the use of alternatives to paper-based methods of communication and storage of information, to facilitate electronic filing of documents with the government agencies. 

Sections 11,12 and 13 of The Information Technology Act, 2000 deal with the legal aspects of the electronic contracts. 

Section 11:
Like ‘Proposer’ and ‘accepter’ in case of physical contract, ‘originator and addressee’ has been recognized in the case of e-contracts. For the legality of the contracts electronically entered into between 2 parties, this concept has to be recognized. 

An e-record is said to be that of originator if the originator sends the same. Privy to the originator and the addressee, an e-record is deemed to be that of the originator if it was sent: 

· By a person who had the authority to act on behalf of the originator in respect of that e-record, or

· By an information system programmed by or on behalf of the originator to operate automatically. 

Further, privy to the originator and the addressee, an addressee is entitled to deem an e-record as being that of the originator and to act on that assumption if: 

· In order to confirm whether the e-record was that of the originator, the addressee properly applied a particular procedure previously agreed to by the originator for that purpose, or 

· The data as received by the addressee, resulted from the actions of a person whose relationship with the originator, enabled that person to gain access to a method used by the originator to identify e-records as his own. 

The concept of originator and the addressee, it can be said that, where an e-record: 

· Is that of the originator, or

· Is deemed to be that of the originator, or

· The addressee is entitled to act on the assumption that a particular person is the originator, 

Then, as between the originator and the addressee is entitled to regard the e-record so received as the same as what the originator intended to send. In such a situation, the addressee is also entitled to act further on that assumption. 

If the transmission results in any error in the e-records when received by the addressee, and the addressee— 

· Knew that the record is erroneous, or

· Could have known so, had reasonable care/used any procedure already agreed upon with the originator or originator’s agent, 

Then, the addressee is not entitled to regard the e-record so received as the same as what the originator intended to send. 

Section12:
In case of physical contracts, delivery is an important aspect. By delivery, both the parties are aware, that the document has been physically transferred, and of course there should also be witness for that. However, nothing of the kind is applicable to e-contracts. Here, one does not know, whether the other party has received the document or not. Hence ‘acknowledgment’ that the record has been received without an error, is important. 

On or before sending an e-record— 

· Where the originator has requested the addressee, or

· The addressee has agreed with the originator that the receipt of e-record be acknowledged, then 

1. where the addressee has not agreed with the originator that the acknowledgment be given in a particular method, an acknowledgement may be given by way of—

· any communication method of the choice of the addressee or

· any conduct of the addressee, which is sufficient to indicate to the originator that the e-record has been received intact.

2. where the originator has stated that the e-record is conditional on receipt of the acknowledgement, the e- record is treated as though it had never been sent, until the acknowledgement is received. 

3. Where the originator has not stated that the e-record is conditional on receipt of the acknowledgement, and the acknowledgement has not been received by the originator within the time specified or agreed or, if no time has been specified or agreed within a reasonable time, the originator- 

· may give notice to the addressee stating that no acknowledgement has been received and specifying a reasonable time by which the acknowledgement must be received and 

· if the acknowledgement is not received within the time so specified, the originator may, upon notice to the addressee, treat the e-record as though it has been sent. 

4. Where the originator receives the addressee’s acknowledgement of the receipt, it is presumed that, the related e-record was received by the addressee. However, that presumption does not imply that the content of the e-record received by the addressee corresponds to the content of the record sent by the originator. 

5. Where the received acknowledgement, states that the related e-record met technical requirements, it is presumed, unless evidence to the contrary is adduced, that those requirements have been met. 

Section 13:
It is quite usual that the place and date of execution of an agreement forms a vital ingredient of the agreement. Nevertheless, in e-contracts, the place and time are immaterial, because the transmission of data defeats both time and the geographical barriers. The transmission of data may take place between two neighbors and between two people situated in different continents as well, consuming almost the same time. In some cases, one party to the contra may not even know the location of the computer of the other party, with which he is transacting. The following are the new concepts with regards to time and place of dispatch and receipt. 

1. Unless otherwise agreed to between the originator and the addressee, the dispatch of an e-record occurs when it enters an information system outside the control of the originator.

2. Unless otherwise agreed to between the originator and the addressee, the time and receipt of an e-record is determined as follows—

· If the addressee has designated an information system for the purpose of receiving e-records, receipt occurs---at the time when e-record enters the designated information system or 

· If the e-record is sent to an information system of the addressee that is not designated information system, at the time when e-record is retrieved by the addressee. 

· If the addressee has not designated an information system the receipt occurs when the e-record enters an information system of the addressee. 

3. The parameters for determining the time of receipts mentioned above shall apply notwithstanding that the location of the information system may be different from the place where the e-record is deemed to be received under para.4. 

4. Unless otherwise agreed between the originator and the addressee, an e-record is deemed to be dispatched at the place where the originator has his place of business, and is deemed to be received at the place where the addressee has his place of business. 

For the purpose of determining the time and place of dispatch and receipt of e-records, the following apply: 

· If the originator or the addressee has more than one place of business, the place of business is that which has the closest relationship to the underlying transaction or, where there is no underlying transaction, the principal place of business. 

· If the originator or the addressee does not have a place of business, reference is to be made to the usual place of residence, and 

· ‘usual place of residence’ in relation to a body corporate, means the place where it is incorporated or otherwise legally constituted (place where the registered office is situated). 

Validity And Enforcements Of Contracts: 

An agreement between parties is legally valid if it satisfies the requirements of the law regarding its formation, i.e. that the parties intended to create a contract primarily. This intention is evidenced by their compliance with 3 classical cornerstones i.e. offer, acceptance and consideration. 

While freedom of contract among parties to transact is a general rule, the law considers certain types of contracts as void or voidable because of conflict with the public interest. E-commerce participants should be aware of the potential invalidity or unenforceability of contracts against the public interest. Various types of illegal subject matter may cause particularly great harm within the e-commerce environment, such as an agreement to traffic in pornographic or obscene material on the internet. 

Offer:
One of the early steps in the formation of a contract lies in arriving at an agreement between the contracting parties by means of an offer and acceptance. Thus, an offer is a proposal by one person, whereby he expresses his willingness to enter into contractual obligation in return for a promise, act or forbearance. 

Offer and invitation to treat are two distinct concepts. The test is of intention whether by supplying the information, the person intends to be legally bound or not. The preliminary e-mail informing consumers of the goods and services available for sale, is an invitation to treat. When consumers respond through an e-mail or by filling in an online form, built into the web page, they make an Offer. The seller can accept this offer either by express confirmation or by conduct. Parties are also free to enter into traditional e-contract, wherein the first e-mail or web page constitutes the offer. Then however the one who offers will have to contract with everyone who responds, denying him the freedom of contract, without reservation of right not to sell to certain persons, or in certain jurisdictions. 

Acceptance: 
Unequivocal unconditional communication of acceptance is required to be made in terms of the offer, to create a valid e-contract. The critical issue is when acceptance takes effect, to determine where and when the contract comes into existence. The general receipt rule is that acceptance is effective when received. For contracting no conclusive rule is settled. 

Communication through internet is virtually instantaneous despite insignificant delays. The applicable rule of communication depends upon reasonable certainty of the message being received. When parties connect directly, without a server, they will be aware of failure or partial receipt of a message. Such party realizing the fault must request re-transmission, as acceptance is only effective when received. When there is a common server, the actual point of receipt of the acceptance is crucial in deciding the jurisdiction in which the e-contract is concluded. 

If the server is trusted, the postal rule may apply, if however, the server is not trusted or there is uncertainty concerning the e-mail’s route, it is best not to apply the postal rule. When arrival at the server is presumed insufficient, the ‘receipt at the mail box’ rule is preferred. 

The Drafting Committee for Revisions to UCC article 2 is considering a new section which would provide that a” contract is created …… even if no individual representing either party was aware of or reviewed the initial message or response or the action manifesting acceptance of the contract”. In the meantime, courts can simply impute assent from the original human involvement in the programming of systems. Also trading partner agreements may be executed which satisfy assent requirements. Such questions implicate the laws of ‘agency’ and the issue of whether one’s computer can be that person’s ‘agent’ and can have legal authority to act on that person’s behalf. 

In an e-transaction without the interposition of human interaction, both, the offeree and the offeror must assent to the agreement contemporaneously. In all transactions, electronic or otherwise, the timing and legal effectiveness of the offers, acceptances and any revocations thereof affect the formation of a valid contract. 

Sec. 64 of the Restatement provides that “acceptances given by telephone or other medium of substantially instantaneous two-way communication is governed by the principles applicable to acceptances where the parties are in the presence of each other.” To qualify for this treatment, a medium of communication must be capable of “prompt, reliable verification that a message has been received and that it has been received intact and without communication errors.” The purpose of such technique is the verification that the receiving party has had legally sufficient notice that an offer or acceptance has been made. EDI and other e-commerce exchanges conducted on-line certainly satisfy this requirement, but delayed and store-and-forward communications such as an e-mail may not. 

In conventional contracting, both vendors and purchasers frequently use their own standardized invoices and order forms. Due to this the mechanics of offer and acceptance often boil down to a battle of the forms in which each party sends its own form with terms which may conflict with those of other party’s form. Acceptances which fail to mirror offers in any significant manner may be considered to be new offers or counter offers. To avoid needless hindrance of commerce, the UCC allows a contract to exist, not withstanding non-material disparities and resolves differences in terms in favor of the offeror’s form. E-commerce heralds the obsolescence of such a rule because of its elimination of paper forms. This may not be true because E-commerce participants, particularly those without an ongoing relationship, may utilize their own standardized invoices and orders forms, which may result in a digital battle of the forms. Under current law, parties to e-commerce should be prepared to rely on the terms of the offeror’s form or establish other ground rules through specific provisions. 

Examples:
If the offer says so, acceptance can be given by clicking on a “Yes” or “Buy” icon. For example, in Time Inc. New Media’s subscription agreement for its Pathfinder service, a screen with the following message appears, “By answering ‘accept’ you agree to the terms (listed below) for use of Pathfinder.” One of the terms is: “TINM shall have the right at any time to change or modify the terms and conditions” of use, effective immediately upon notice. The notice may simply be by posting on Pathfinder. A court may find that the buyer agreed to be bound by the terms of the subscription agreement at the time the buyer clicked on the “accept” icon. 

Downloading software could sufficiently constitute acceptance depending on the terms of the offer. 

For example, Oracle Corporation’s home page offers 90-day free trial software. The prospective user is advised that the software is subject to a trial license that states, “Loading of this software onto a computer indicates your acceptance of the following terms.” These terms are likely to be enforceable if the process presents them to the user prior to the “acceptance” of the offer. Hence, in cases like these one should be careful in remembering that downloading would constitute acceptance. 

Consideration and Performance: 

Contracts result only when one promise is made in exchange for something in return. This something in return is called ‘consideration’. 

Section 2(d) of the Indian Contract Act, 1872 defines consideration as: 

“when at the desire of the promisor, the promisee, or any other person has done or abstained from doing or does or abstains from doing , or promises to do or abstains from doing something, such act or abstinence or promise is called as consideration for the promise”. 

The present rules of consideration apply to e-contracts. There is concern among consumers regarding Transitional Security over the Internet. 

The e-directive on Distance Selling tries to generate confidence by minimizing abuse by purchasers and suppliers. It specifies--- 

· A list of key points, must be supplied to the consumer in ‘a clear and comprehensible manner.’

· Written confirmation, or confirmation in another durable medium available and accessible to the consumer, of the principle points.

· The right of withdrawal enabling consumers to avoid deals entered into inadvertently or without sufficient knowledge, providing for seven day cooling-off period free from penalty or reason to return the goods or reimburse the cost of services.

· Performance should be delivered within thirty days of order unless otherwise expressly agreed.

· Reimbursement of sums lost to fraudulent use of credit cards. It places the risk of fraud on the credit card Company, requiring them to take steps to protect their position.

· On the other hand, there is also need to protect sellers from rogue purchasers. For this, the provision of ‘charge-back clauses’ and encouragement of pre-payment by buyers is recommended.

· Thus, this Directive adequately protects rights of consumers against unknown sellers and sellers against unknown buyers. 

Although e-contracts may involve novel methods of payment and delivery, as long as a transaction includes a bargain for exchange of adequately commensurate promises or performances, regardless of the manner of performance, the agreement will comply with the consideration requirement. 

Performance in many e- contract transactions involves electronic media, especially in the payments process or where the contract is for the provision of on-line services such as access to information or download of software. Download of software and access of billed information resources are examples of performances those can be completed without human mediations (beyond the initial programming) 

Compliance:
A party’s failure to perform completely and strictly in accordance with the terms of an agreement constitutes a breach of contract. Indeed, with respect to the sale of goods, the law historically, embraced the perfect tender rule, a standard entitling a buyer to reject goods unless the seller complies strictly with both quality and quantity provisions of a bargain. 

Breach of contract:
Where the promisor neither performs his contract nor does he tender performance, or where the performance is defective, there is said to be a breach of contract. This includes both failure to perform according to the terms of contract once the time of the performance has arrived and the refusal to perform even before the time for performance has arrived. 

Liability And Damages:
A party that commits breach of an agreement may face various types of liability under contract law. Due to the nature of the systems and the networks that business employ to conduct e-commerce, parties may find themselves liable for contracts which technically originated with them but, due to programming error, employee mistake or deliberate misconduct were executed, released without the actual intent or authority of the party. Sound policies dictate that parties receiving messages be able to rely on the legal expressions of the authority from the sender’s computer and this legally be able to attribute these messages to the sender. 

The potential for liability due to statutory provisions for conclusive legal attribution provides additional incentive for electronic commerce participants to employ adequate security measures. In addition to employing information security mechanisms and other controls, techniques for limiting exposure to liability include :- 

1. Trading partner and legal technical arguments 

2. Compliance with recognized procedures, guidelines and practices

3. Audit and control programmers and reviews

4. Technical competence and accreditation

5. Proper human resource management

6. Insurance

7. Enhance notice and disclosure mechanisms and 

8. Legislation and regulation addressing relevant secure electronic commerce issuing. 

Digital Signatures: 

Section 2(p) of The Information Technology Act, 2000 defines “digital signatures” as authentication of any electronic record by a subscriber by means of an electronic method or procedure”. 

Section 3 of this Act provides that such authentication shall be effected by use of asymmetric crypto system and hash function which envelope and transform the initial electronic record into another electronic record. 

If the correspondence is by way of Encrypted messages following the public key crypto sytem (LINK) the person who is supposed to be receiving the message is the one who actually receives it and identification problems are not created. The public key dual cryptosytem also offers the option of using digital signatures. This digital signature is encrypted with a private key which when attached to an unencrypted message uniquely identifies the sender. The encryption used in the digital signature is linked to the message sent and cannot be forged because it cannot be cut and pasted. Digital signatures can also be combined with a time stamp which indicate the time the message was sent. Digital signatures can be used as a verification tool by anyone who has access to the signor’s public key. If the message is altered in the slightest way the signature will not decrypt properly as a result, the recipient can be sure that the message has been received unaltered and that the signature has not be copied from another location. 

The fundamental drawback of online contracts is that if there is no alternate means of identifying a person on the other side than digital signatures or a public key, it is possible to misrepresent one’s identity and try to pass of as somebody else. 

A precondition to the admissibility of a record in judicial proceedings is the authentication, a requirement which is satisfied by “evidence sufficient to support a finding that the matter in question is what it’s proponent claims.” 

Digital agreements, invoices and related electronic mail and other digital communications must be authenticated with respect to – 

1. Origin

2. Accuracy of storage, retrieval and printing or other visual display.

Due to the perception that “electronic files are particularly susceptible to purposeful or accidental alteration or incorrect processing”, authentication of digital evidence may require, in some situations, a higher level of foundational proof than traditional evidence. 

Parties to electronic commerce must employ business practices, including adequate security measures, designed both to enhance and permit the parties to prove the integrity of their systems with respect to the receipt, retention and retrieval of digital agreements, invoices and all related electronic mail or other digital communications. 

However, parties engaging in e-commerce should seek to establish their own inter-party presumptions through trading partner or other agreements. Eg- the Model EDI Training Partner Agreements stipulates that certain electronic documents “ will be admissible as between the parties to the same extent and under the same conditions as other business records originated and maintained in documentary form”. 

Evidence:
Section 85A, 85B and 85C has been inserted in the Evidence Act, 1872 relating to presumptions as to electronic agreements. 

Section 85A provides that the court shall presume that every electronic record purporting to be an agreement containing the digital signatures of the parties was so concluded by affixing the digital signature of the parties. 

Section 85B lays down that in any proceedings, involving secure digital signature, the court shall presume unless contrary is proved that--- 

· The secure electronic record has not been altered since the specific point of time to which the secure status relates.

· The secure digital signature is affixed by subscriber with the intention of signing or approving the electronic record.

· Except in case of secure electronic record or a secure digital signature, nothing in this section shall create any presumption relating to authenticity and integrity of the electronic record or any digital signature. 

Notice:
The accommodation of various requirements for legal notice and for conspicuousness via computers has been a source of continuing concern and uncertainty in e-commerce. 

The legal articulation of “notice” should include whether it must be communicated via computer- based mechanisms or by other means. The time at which notice is effective should also be defined. When it is sent electronically, the extent to which the recipient must verify its authenticity and acknowledgment receipt should be determined. As, Internet e-mail does not support a return receipt or message confirmation service, the sender of an electronic notice may only request an acknowledgment of receipt from the recipient. Each party generally has an underlying obligation to exercise due diligence in maintaining system availability for electronic notice receipt. 

Jurisdiction:
Jurisdiction of a contract determines the law applicable to it and the codes in which theory can be enforced. Jurisdiction depends on the place where the contract is concluded. Determining this fore-contract is difficult due to ambiguity caused by technicalities of network. 

In e-commerce, messages relevant to a given transaction may pass through intermediaries in tens or even hundreds of jurisdiction across the world- even without the knowledge or express consent of the parties. Until legal standards are crystallized in this respect, parties engaged in e-commerce should agree upon jurisdictional issues in trading partner agreements or individual contracts. 

The physical location of the server determines the applicable jurisdiction in case there is no express cause specifying it. In R. Vs Waddon, however, the court dismissed the argument that simply because the server is in another country, its laws should apply. The courts suggested that since the web site was interacted with, in UK, English law should be applicable, demonstrating the willingness of the courts to extend a ‘long arm jurisdiction’. 

E-contracts should be valid in their entirety in the jurisdiction in which they are formed. To avoid the ambiguity and the risk of being sued in other jurisdiction, the seller should incorporate a choice of law and jurisdiction clause in standard terms, choosing a jurisdiction which he is most familiar with, in order to retain control. 

These are the following tests which a court of law would use to decide whether it would have jurisdiction to entertain a claim or not: 

If the defendant has purposefully availed himself of the privilege of acting in the forum state or causing a consequence in the forum state. 

The cause of action must arise from the defendant’s activities there. The acts of the defendant or consequences caused by the defendant must have a substantial enough connection with the forum to make the exercise of jurisdiction over the defendant reasonable. 

If the above tests are satisfied then the court would entertain a claim. 

The question of jurisdiction arose in two 1996 US Circuit Court cases. The first was CompuServe v. Patterson, [1996 WL 405356 (6th. Cir. (Ohio)), No. 95-3452, July 22, 1996], in which an Ohio court held that it had jurisdiction over a contract dispute involving CompuServe, an Ohio based concern, and Patterson, a Texas resident. The Court’s decision was that so long as three tests were satisfied, they had the jurisdiction. 

The second case was Playboy Enterprises, Inc. v. Chuckleberry Publishing Inc, [S.D.N.Y., No. 79. Civ. 3525 (SAS), June 19, 1996]. In this case, the respondent firm had been sued for infringement of the appellant’s trademark rights. The respondent had done so by distributing certain materials under the name “PLAYMEN” on an Italian web site. The court decided that the respondent’s soliciting of US customers over the Italian web site, receiving their faxes, and e-mailing them passwords, constituted distribution in the United States. Thus the Court held that they had jurisdiction. 

The Supreme Court of India, in the case of SIL Import vs. Exim Aides Silk Importers - [reported in 1999) 4 SUPREME COURT CASES 567], has recognized the need of the judiciary to interpret a statute by making allowances for any relevant technological change that has occurred. Until there is specific legislation in regard to the jurisdiction of the Indian Courts with respect to Internet disputes, or unless India is a signatory to an International Treaty under which the jurisdiction of the national courts and the circumstances under which they can be exercised are spelt out, the Indian Courts will have to give a wide interpretation to Section 20 of the Code of Civil Procedure for exercising Internet disputes. 

Exceptions To E-Contracts:
The Information Technology Act, 2000 excludes the transactions related to: 

1. a negotiable instrument

2. a power-of-attorney

3. a trust

4. a will

5. any contract for sale or conveyance of immovable property or any interest in such property. 

A Survey Of E-Commerce In India:
The Indian Market Research Bureau carried out a survey on e-commerce in India. The findings are as follows: 

· The market potential for e-commerce in India is projected to be Rs.50,000 crore, or $11.9 billion by the year 2001 

· Only 20 percent of the Indian 318 corporations surveyed were currently implementing e-commerce in their operations. 

· Fifty-eight percent of Indian CEO's rated e-commerce as a crucial to their growth strategy, anticipating that it would contribute over 17 percent in annual yearly turnovers within the next five years, and enable Indian companies to access international markets. 

· With teledensity currently at just two telephones per 100 people, the information infrastructure and the poor quality of the last mile connection were considered to be major impediments in India. 

· In addition, a lack of awareness of the technology and benefits, low employee skill levels, and the absence of a regulatory framework to ensure the legality of e-commerce transactions were slowing the uptake of the technology in India. 

· Of the households surveyed, only 26 percent of PC-owners were aware of e-commerce, with the majority of them indicating that they would prefer to not make purchases on-line until quality and delivery could be guaranteed. 

Governmental and private sector participants at the conference, "Enabling E-Commerce in India," held on the 15th and 16th of June in New Delhi urged attention to these issues, and recommended that further discussions be held on appropriate legal frameworks needed to promote e-commerce in India. 

India And E-Commerce: 

It is inevitable that e-commerce will ultimately barge its way into India. However, it may take a different form to what prevails in the U.S. or other developed countries. Infrastructure required for efficient e-commerce delivery and current status of such infrastructure in India.3 major classes of infrastructure required are: 

1. An Internet Access System which could be telephone or cable based system. The Internet policy of India has enabled many private Internet Service Providers (ISPs) to come up in the fray, thereby improving the quality of service. However the cost remains prohibitive in comparison to the per-capita income levels of an average Indian. 

2. A strong credit card payment system and fine tuned Electronic Funds Transfer system (EFT) are imperative for smooth and fast transactions. The last few years have witnessed establishment of a strong credit card infrastructure, though ‘on-line authorization’ is yet to gain momentum. One net-based authorization is implemented, credit card infrastructure will become equipped to take on the challenges of e-commerce. For this, encryption and legal system for adopting encryption are essential. 

3. A fast track dispute resolution mechanism, on which the public can repose confidence, must be made available. The absence of such system and the abysmal delay involved in the legal rigmarole is a major impediment to the fast acceptance of e-commerce by the Indian public. 

The National Information Technology Policy (NITP) has ambitious plans to develop e-commerce in India. The relevant paragraphs of the NITP are quoted— 

· In the coming years, IT industry, will be dominated by e-commerce, e-business and EFT, etc. It is important for India to quickly adapt to EDI stands and encourage use of e-commerce. In order to meet the Global challenge following policies would be initiated. 

· Time bound action i.e. in next 5 years to implement e-commerce in India. 
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