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Report Finds Identity Theft on the Rise in Canada
The Public Interest Advocacy Centre has released a comprehensive report on the growing problem of identity theft in Canada.  Identity theft is the unauthorized collection and fraudulent use of a person's personal information.  The report focuses on identity theft for financial gain, as opposed to identity theft for non-financial criminal activities such as terrorism.  In consumer identity theft, information is most commonly used to fraudulently open or draw on a credit card account, open a telecommunication account, or obtain a loan in the victim's name.
The report recommends that there be stronger enforcement of existing laws in order to prosecute and protect from ID theft.  It also recommends that Canada implement victim support measures offered in other jurisdictions, such as providing consumers with toll-free hotlines and online support, the opportunity to put a security freeze on their credit files and court-ordered restoration of victim credit reports.  Canadian businesses are also encouraged to change their practices by placing more stringent controls on the granting of credit and providing better disclosure of the risks inherent in online banking and electronic services.  
Movie Industry Set to Sue Individual File Sharers in War Against Piracy
Spurred on by the top brass of the major Hollywood studios, the Motion Picture Association of America (MPAA) is preparing to launch lawsuits against individual file sharers of movies and television programs. 
Determined not to repeat the mistakes of the recording industry which, by its own admission, was slow off the mark in responding to the fast pace of technological change and the arrival of allegedly illegal downloading services like Napster, the movie industry has been organizing educational campaigns and actively lobbying governments for more aggressive legislative protection as part of a multi-pronged anti-piracy strategy.  It now appears that the next battle in the war against online piracy of movies will be waged in the Courts.

Music Industry Establishes "One-Stop" International Licence for Webcasters
The International Federation of the Phonographic Industry (IFPI), which represents major and independent music labels, recently announced a new international agreement that will allow online radio broadcasters or "webcasters" to stream music programs on the Internet to consumers in a number of countries pursuant to a single "one-stop" licence.   
Similar to the agreement on one-stop licensing of "simulcasts" by broadcasters simultaneously transmitting on the Internet which was introduced two years ago, this accord will make it easier for webcasters to provide their services legitimately by removing the previous requirement that they clear producers' rights by securing a licence from the collecting societies in each individual country.  It is expected that the agreement will be signed by national collecting societies representing record producers in over 30 countries, including the USA, France, Germany, India, Spain and the UK, and will come into force over the next few weeks.
Manufacture of Garage Door Openers Uses DCMA to Fight Competitor  
Since its passing by the U.S. Congress in 1998, opponents of the Digital Millennium Copyright Act ("DMCA"), which prohibits the circumvention of technological measures used by copyright owners to protect digital content, have criticized the legislation as poorly drafted and overly protective of the rights of copyright owners.  More recently, companies such as Lexmark (a maker of printers and printer cartridges) and Chamberlain Group (a maker of home security products) have used the DMCA to sue competitors who market interoperable products on the grounds that such products are illegal circumvention devices under the DCMA.  
In The Chamberlain Group, Inc. v. Skylink Technologies, Inc., an Illinois federal court has ruled in a motion for summary judgment that a universal remote transmitter for opening garage doors is not in violation of the DMCA.  The plaintiff Chamberlain argued that Skylink's universal remote transmitter unlawfully circumvented a technological measure incorporated within a computer program in Chamberlain's  garage door opener.  
Under the DMCA, circumvention of a technological measure (whether by means of avoidance, bypass, removal, deactivation or impairment) must be "without the consent of the copyright owner" in order to be illegal.  Since it was the individual consumer that stored the code for Skylink's universal remote transmitter in the memory of Chamberlain's garage door opener, the case turned on the fact that Chamberlain had not specifically prohibited consumers from using the interoperable products of a competitor with Chamberlain's garage door opener.  Critics of the DCMA are not appeased, as the ruling effectively sidestepped the larger, more contentious issue of whether the legislation could be used to 'stifle competition' by prohibiting the use of interoperable products that circumvent technological measures incorporated within a rival's product.  

Pharma Company's Use of Cookies Found Not in of Violation of Privacy Legislation
A federal trial in Massachusetts has dismissed a class action suit against Pharmatrak, Inc. arising from the collection of personal information through the use of computer "cookies".  In re Pharmatrak, Inc. Privacy Litigation came to the district court on remand from an appeals court which had held that Pharmatrak had "intercepted" personal information within the meaning of the Electronic Communications Privacy Act ("EPCA") but that the intent element of the statute had not been adequately addressed by the factual record.  
Relying on legislative history, the district court found that as used in the ECPA, the term intentional means more "than that one voluntarily engaged in the conduct or caused the result."  "Such conduct or the causing of the result must have been the person's conscious objective."  Noting that there was only a small amount of personal data actually found on Pharmatrak's computer servers, that errors from third parties caused the collection of the personal data and that Pharmatrak had no knowledge of the existence of the personal data until after Plaintiffs filed their lawsuit, the court found insufficient intent and dismissed the case on summary judgement. 
U.S. Court of Appeals Reverses FBI Eavesdropping Orders
On November 18, 2003, the U.S. Court of Appeals (9th Cir) reversed the order of the district court, which had upheld the grant of various court orders to the FBI requiring the appellant to assist the FBI in monitoring conversations in luxury cars equipped with the appellant's telecommunication system.  The system provided various services to car owners, such as navigation, roadside assistance and emergency response, using GPS satellite and cellular phone technology.  The Court of Appeals held that the court orders should not have been issued because the FBI's use of the monitored car's system effectively disabled it, and therefore did not amount to "a minimum of interference" of the service provided by the appellant to its customers.  It is interesting to note that the decision was not based on privacy grounds.

B.C. Supreme Court has Jurisdiction Over Domain Name Dispute
On November 3, 2003, the Supreme Court of British Columbia found that it had jurisdiction over a defendant company incorporated in Samoa that was not doing business in B.C.

The dispute involved the domain name "www.poker.com" which was used for an Internet gambling site.  Because of differences among jurisdictions in the regulation of gambling, a complex structure was set up to enable the gambling site to operate.

ALA Corporation ("ALA"), which was incorporated in St. Vincent and the Grenadines, owned the domain name.  ALA licensed it to the Plaintiff, Uninet Technologies Inc. ("UniNet").  The license included an arbitration clause requiring all disputes to be finally resolved by arbitration in Vancouver under the British Columbia Commercial Arbitration Act.  In addition, under the license agreement the parties attorned to the jurisdiction of the British Columbia courts.    

Without notice to UniNet, ALA sold the domain name to the Defendant, Communications Services Inc. ("CSI"), a Samoan company, which made a further sale of the domain name to Darkblue.com Pty Ltd., an Australian company. UniNet commenced arbitration proceedings against ALA and commenced an action against CSI for inducing breach of contract.  On the motion with respect to jurisdiction, the issue was whether there was a "substantial connection" with B.C.  UniNet had served its claim in reliance on its claim that the alleged tort was committed in B.C.   The court found that UniNet was wrong on this point.  No tort had been committed in B.C.  However, the court said that was not required.  A claim in the pleadings of inducing breach of a contract that was made in B.C., combined with a claim that damages were suffered in B.C., was sufficient to find jurisdiction.  The Plaintiff also met the test of showing a "good arguable case" and accordingly the court had jurisdiction. 

FTC Holiday Warning to E-tailers 
With the increase in the number of consumers online, the U.S. Federal Trade Commission has conducted its annual search of Web retail sites and has issued some warnings.  Out of 51 Web retail sites visited, the FTC has issued 37 letters warning of potential violations of consumer protection laws.  The following concerns in connection with product warranties, shipping claims, country of origin and rebates were the subject of the FTC warnings:
Warranties - warranties on products costing more than $15 must be available in writing through retail Websites, either by providing the text of the warranty, providing hyperlinks that are clearly and properly labelled, or by providing a general statement stating that the warranty could be obtained free upon request.
Shipping claims - orders must be shipped to buyers within a specified time or if no time is specified, within 30 days after receiving order.  If e-tailers are unable to ship the goods within the promised time, they must notify the customers and provide them with the option to cancel their purchase.
Country of origin - most textile products sold to consumers require a country of origin disclosure in the product information stating whether the product is "made in USA", imported or both.
Rebates - rebates must be sent to consumers within a reasonable time or within the time promised by the retailer.  Websites offering rebates must disclose the following information in a clear and prominent manner: (i) the type of rebate offered, (ii) the material terms of the rebate, and (iii) the total price consumers must pay at the time of purchase to receive the rebate.

Pop-Up Purveyor Prevails in District Court 
In Wells Fargo & Co., et al., v. WhenU.com, Inc, a federal judge has denied Wells Fargo & Co.'s ("WFC") motion for a preliminary injunction seeking to stop WhenU.com, Inc. ("WhenU") from delivering competitive ads to WFC's customers in the form of "pop-ups" as they peruse WFC's on-line financial services, saying that Internet users were unlikely to be confused by the competitive information.
WFC and Quicken Loans sued WhenU arguing that the pop-up ads obscure their websites, violate their trademarks and confuse visitors.  U.S. District Court judge Nancy Edmunds disagreed and found that WhenU is engaged in legitimate comparative advertising. 
WhenU's software is offered as an incentive to download screen savers free of charge, and it allows WhenU to deliver contextually relevant advertisements to customers as they demonstrate interest in certain products or services online.  It is able to do this without assembling large databases containing personal information gathered by tracking users' past purchasing behaviour, which led the court to find that, contrary to WFC's allegations, WhenU protects the privacy and security of its users. This decision serves to reinforce a recent ruling in favour of WhenU in a similar case brought by U‑Haul International Inc. this past September. 

CDT Releases Report on "Spyware" 
The Center for Democracy and Technology in the United  States released a report addressing the growing "spyware" problem.  The term spyware is used to describe computer programs, such as key stroke loggers and "adware", which are often installed without the user's knowledge to monitor online behaviour and collect information.  The report provides an outline of the categories of spyware with corresponding examples, identifies the problems associated with each category, and canvasses legal and non-legal strategies.
The report describes three main categories of spyware.  The first category comprises key stroke loggers and screen capture utilities.  Also called "snoopware", these applications are installed by a third party to capture the user's key strokes and record periodic screen shots.  This category of spyware has legal uses, as in limited situations of employee monitoring, and illegal uses.  The second category concerns "adware" and similar applications, which are installed covertly by piggybacking on unrelated applications and downloads and which are resistant to uninstallation.  Instead of capturing key strokes, these programs transmit information about the user or the user's computer back to a central location.  They are the most problematic because they fall into a legal grey-zone and, thus, are the focus of CDT's report.  According to CDT, the third category has been inappropriately labelled as spyware since it includes programs that, although featuring flawed user privacy protections, are based on legitimate business models.
CDT further classifies spyware applications into three additional categories based on the uses they make of their hosts' computers and Internet connections.  The first of these categories are programs that collect information from the user's computer.  Programs that fall into this category can include key stroke logging and screen capture programs, as well as adware programs that piggyback on free downloads.  This category of spyware raises substantial privacy and user control issues.  The programs in the second category are those that hijack the user's computer and Internet connection for the software's own use.  They do not pose an immediate privacy threat because they do not collect user information; however, there are significant user control issues to consider.  The final category consists of programs that use the Internet connection to only download updates to the software or the content.  The threats to privacy and user control are not as significant as in the above categories.
The report points to three existing US laws that may address the most extreme examples of spyware: 1) The Electronic Communications Privacy Act (ECPA), 2) The Computer Fraud and Abuse Act, and 3) Title 5 of the Federal Trade Commission Act, which allows the US Federal Trade Commission to take action against unfair and deceptive trade practices.  However, the existing laws are inadequate in that they fail to cover some of the most common cases and do not respond to the unique features of the technology.  And although there are several proposals for new legislation that would address spyware's privacy issues, they have yet to deal with the user control concerns.  The report recommends that a multifaceted approach be taken to properly combat the complicated problems of spyware.  While Congress has an important role in passing baseline privacy legislation that includes appropriate spyware provisions, companies and users must also play their parts with better technology measures, self-regulation, and user education.
Time Warner to Enter the VoIP Market in California - Bangladesh to Open VoIP to Private Sector
Time Warner announced plans to enter the VoIP market in California next year.  The company will cooperate with state regulators and obtain a telephone operator's license.  This comes at a time when VoIP providers are challenging the state's request to obtain telephone operator licenses and the California Public Utilities Commission is preparing to issue a final policy position.

In related news, after two years of fighting to access the VoIP market, the private sector in Bangladesh will finally be allowed to provide VoIP services.  The Bangladesh Telecommunication Regulatory Commission received the final recommendation of a task force headed by the Prime Minister in June of this year.  

Internet Browser Patent Re-examination Ordered
The United States Patent and Trademark Office (USPTO) ordered on October 30, 2003 the re-examination of U.S. Patent No. 5,838,906 ("the Eolas Patent") at the centre of a $521M jury award against Microsoft Corporation ` in favour of patent licensee Eolas Technologies (See: Microsoft Loss In Eolas Patent Case).  
Following submissions by the World Wide Web Consortium (W3C), the primary standard-setting organization for the World Wide Web, including a letter from W3C Director and renowned Web founder, Tim Berners-Lee, the USPTO ordered the re-examination.  W3C cited two publications allegedly not reviewed by the USPTO or the Eolas court and detailed how the publications invalidate the Eolas patent.  To support the prior (1993) publication of the two publications, W3C referenced an archive maintained by the University of Calgary.

Mr. Berners-Lee's letter urged the USPTO to consider the strength of the invalidity argument as well as the implications to the software industry and public should the patent remain issued.  Berners-Lee asserted that unless the patent is invalidated, Microsoft and others will re-design their respective Web browsers to avoid the patent, rendering many existing Web pages obsolete.  The loss of these pages will require substantial effort and cost to recode.  Pages of historical interest may not be recoded. 

In setting standards, W3C seeks to avoid the inclusion of patented technology.  Berners-Lee stressed that barriers created by the Eolas patent "cause fragmentation in the basic standards that weave the Web together.  Denial of access to any particular technology is a problem that engineers can successfully address, provided they have knowledge of the barrier before it becomes part of a standard.  However, as the [Eolas] patent threatens widely deployed, standard technology, the damage is magnified.  If the [Eolas] patent remains in force, Web page designers and software developers will face a dangerous dilemma. They may comply with globally-recognized Web standards resulting in an inadequate user experience of their content.  Or, they may attempt to design to the various work-arounds chosen by different browser developers and face the uncertainly of not knowing who will be able to use their content or applications properly."


