U.S. Court Asserts Jurisdiction over Copyright Infringement Claim

The U.S. Court of Appeals for the 11th Circuit recently upheld a district court's finding that it had subject matter jurisdiction over a copyright infringement claim. The case involved the distribution of educational course materials in the U.S. The defendant's materials infringed the copyrights held by the plaintiff. The defendant had created the infringing course materials in France and marketed them on the Internet, using a website maintained in the U.S., and sold at least 25 copies of the materials to residents of the U.S. which copies were shipped from France to the U.S.

Reviewing the issue of subject matter jurisdiction de novo, the Court of Appeals held that where a person imports an infringing work into the U.S., the federal courts have jurisdiction over the action for infringement since the distribution and importation of a copyrighted work is a right of the owner of the copyright.

The Court of Appeals also held that the defendant consented to the personal jurisdiction of the district court by appearing before the court without contesting the court's jurisdiction over his person or his amenability to process in the district. For the same reason, the Court of Appeals held that the district court was also the proper venue for the proceeding.

File Sharing On the Rise

Several recent reports suggest that file sharing over the Internet is more popular than ever with users downloading twice as many copyrighted films, games and music files as they did a year ago. This despite legal action taken by the music industry against a number of frequent network users and the availability of legitimate music downloads through sources such as Apple's iTunes.

One of the reports, by technology firm CacheLogic, suggests that while the legal action taken by the music industry prompted many users to stop frequenting the most popular networks, it did not stop them from file-sharing altogether. Many previously lesser-known networks now draw much of the traffic away from sites such as Kazaa, creating new headaches for opponents of file sharing in the process.

In addition to the frequency of downloading, the size of the average download has also increased with the majority of files passing through most networks now exceeding 100 megabytes. This suggests that users are as likely to download larger movie and software files, as they are smaller music files.

According to the report by BigChampagne, a firm that tracks file-sharing networks, the number of music files available for free trading is also on the rise. The report found that approximately 1 billion songs are currently available, an increase of 180 million from last year.

Microsoft's Antispam Strategy Reaps US$4 Million Judgment

Judge Manuel Real of the U.S. Central District Court of California ordered Daniel Khoshnood and his companies, Pointcom Inc. and Joshuathan Investments Inc., to pay Microsoft Corp. US$3.95 million for a spam Email campaign involving trademark infringement, false advertising and cyber squatting. According to court documents, the defendants' spam campaign lured users of MSN Portal and the Hotmail Email system with Emails titled "Windows Security Warning!!" into downloading a toolbar falsely claiming it would automatically update Microsoft's security patches. The judgment ordered the defendants to cease using Microsoft's trademarks and name, refrain from spamming, and pay damages and legal fees.

This judgment is part of Microsoft's broader antispam policy also involving the use of technology, regulation and partnerships with other technology providers, according to Microsoft general counsel Brad Smith. Since January 2003, Microsoft has initiated 60 lawsuits against alleged spammers. Six of these lawsuits have been won by default, one has resulted in a summary judgment, four have been settled, and one has been dismissed. Microsoft has also forced two alleged spammers into bankruptcy. Microsoft has been awarded an aggregate of US$54 million in judgments further to these lawsuits.

Microsoft claimed that this judgment represented a victory for its antispam strategy: "Targeted enforcement activity is beginning to have a tangible, negative financial impact on spammers and is changing the economics of spam."

Canadian Recording Industry Association Appeals Court Ruling Regarding Peer-to-Peer File Sharing

The Canadian Recording Industry Association (CRIA) has appealed a court decision in March 2004, which prevented the CRIA from obtaining the identities of alleged file traders from their Internet service providers and stated that the mere act of music sharing does not appear to violate Canadian copyright law.

The appeal was filed Monday, July 12, 2004. Reply comments are due in 30 days. The Federal Court of Appeal will set a date for arguments some time after this 30 day period.

U.S. Court Dismisses Appeal on Copyright in Online Product Descriptions

In a recent decision, the U.S. Court of Appeals (2nd Circuit) upheld a lower court decision that denied MyWebGrocer a preliminary injunction that would have prevented Hometown Info, a competitor, from using product descriptions developed by MyWebGrocer for an online grocery website. The Court ultimately held that MyWebGrocer did not meet the test for the granting of a preliminary injunction. However, the Court recognized that the product descriptions may be protectable by copyright and shielded against doctrinal challenges of merger and scenes a faire to the extent that the product descriptions involved some creativity in their selection and arrangement, even though the factual identification a product's brand, manufacturer, or name is not copyrightable.

Leaving Messages May Create Privacy Law Liability

A recent decision (#270) by the Canadian Assistant Privacy Commissioner dealt with an individual who alleged that her bank had improperly disclosed her personal information in breach of the Canadian Personal Information Protection and Electronic Documents Act (PIPEDA) when the bank left an automated message on her answering machine stating she was behind on making credit card payments thereby allowing the complainant's husband to listen to the message.

As part of the ruling, it was held that even though the bank did not identify the intended recipient of the message, the content of the message was still defined to be "personal information", since the complainant could be identified from the context (being the only family member with a credit card from the bank).

The second finding rejected the bank's argument that the PIPEDA section 7(3)(b) exemption allowed it to disclose personal information without the complainant's consent "for the purpose of collecting a debt owed by the individual to the organization." The Assistant Privacy Commissioner held that because the bank did not intend to disclose the information to the complainant's husband, his hearing the recorded message was inadvertent and not done by the bank for its own purposes as contemplated by the exemption, which therefore did not apply. This has the curious effect that if the bank had intended to disclose the overdue debt to the complainant's husband for the purpose of having him remind the complainant, then it could be argued that the section 7(3)(b) exemption would apply, (although such an argument may be in conflict with section 5(3) of PIPEDA which states that an organization may disclose personal information only for purposes that a reasonable person would consider appropriate in the circumstances).

The facts indicate that the bank did not advise its customers when they applied for a credit card that they would be contacted by an automated system, which would leave a message on the customers' voicemail. This suggests the solution that the bank change its privacy policy and procedure to advise in advance all credit card applicants that it would be leaving messages using an automated system on their voicemail for reminder purposes and that the applicants must agree to such a method of communication even if other members in their household are able to access the voicemail.

U.S. District Court Limits State Attempts to Govern VoIP

The U.S. District Court for the district of New York recently ruled that state utility commissions will be able to work with Vonage, a VoIP provider, but will not be able to regulate or tax it. In his order, Judge Eaton limited the ability of state utility commissions to regulate VoIP companies, reserving greater control to the Federal Communications Commission, which is currently drafting VoIP regulations. A federal judge for the district of Minnesota issued a similar ruling in October, now under appeal, which dismissed state attempts to regulate the VoIP industry.
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