The European Union Passes New Antipiracy Law

The European parliament, in a final majority vote held on March 9th, 2004, has approved the EU Intellectual Property Rights Enforcement Directive. The Directive is intended to target organized criminal counterfeiting of copyrighted products such as football shirts and music compact discs. Under the new Directive, companies with stakes in copyrighted products are permitted to take enforcement measures against professional pirates. Such enforcement measures include court ordered freezing of bank accounts and assets belonging to suspected commercial counterfeiters. In addition, aggrieved parties may carry out raids on the homes of those accused of abusing or stealing trademarks or intellectual property.

The EU Directive has been criticized by various civil liberty and consumer protection lobby groups who have compared it with the draconian and controversial US Digital Millennium Copyright Act (DMCA). Music companies in the US have used the provisions of the DMCA to initiate lawsuits against individuals who use file sharing systems to swap copyrighted music online. Critics of the EU Directive feared that similar measures might be taken against individual consumers in Europe who download music in good faith and for their personal use.

In response to the concerns raised, and despite demands made by organizations such as the Business Software Alliance and the International Federation of the Phonographic Industry (IFPI), the European parliament voted against proposals for the imposition of criminal sanctions such as jail sentences for convicted counterfeiters. The Directive was in fact amended in order to limit its application to large commercial counterfeiters rather than to individual consumers with the former facing stiff civil, rather than criminal, penalties.

The European Union's member states are expected to adopt the Directive as part of their respective national laws within the next two weeks.

Information Broker Pays Settlement to Mother of Slain Girl

On August 19, 2003, in Remsburg v. Docusearch Inc., the New Hampshire Supreme Court held that information brokers and private investigators could be liable for the harm caused by selling personal information. This extends the traditional rule that a person has a duty not to place another person at risk of harm from criminal actions when the risk of criminal misconduct is substantial and foreseeable.

The case involved the shooting death of Amy Lynn Boyer in 1999 by an ex-classmate, Liam Youens, who had an obsession with Ms. Boyer. Mr. Youens chronicled his obsession with Ms. Boyer and his plot to kill her on a website. He sought her out but was unable to locate her phone number or work address. Eventually, he turned to Docusearch Inc. and paid the company $45.00 to provide the victim's social insurance number and $109.00 to purchase her work address. Ms. Boyer had been tricked into disclosing her employment information by an independent contractor working for Docusearch who called her at home and lied to her in order to obtain her employment information. Mr. Youens then used the information provided to him and proceeded to Ms. Boyer's workplace, shot her and then shot himself.

Docusearch Inc. recently agreed to pay Ms. Boyer's mother $85,000 in settlement of the lawsuit.

Utah Passes First State Net Filtering Bill

The state legislature in Utah has passed a bill allowing for the filtering of Internet material available on publicly accessible computers. The state filtering bill, commonly known as HB 341, is modeled after the US federal Children's Internet Protection Act (CIPA) and is aimed at protecting children using public computers from gaining access to pornography, obscenity, and other material considered to be harmful to minors. The bill will mainly affect public libraries whose state funding may be discontinued, if they fail to implement the blocking of "harmful material" from their publicly accessible computers. The bill does however permit the proposed filtering technology to be disabled by library staff upon request from an adult user in order to facilitate research and other lawful activities by the adult user. It is expected that the cost of implementing the proposed measures will be assumed by the states' public libraries as no funding has been allocated for such implementation.
B.C. Introduces New Consumer Protection Bills
The government in British Columbia introduced two new Bills on February 26, 2003: the Business Practices and Consumer Protection Act (Bill 2) and the Business Practices and Consumer Protection Authority Act (Bill 4). These Bills will repeal and replace six consumer statutes.

Bill 2 establishes, among other things, rules for consumer contracts over the Internet. If Bill 2 becomes law, a supplier will be required to disclose certain information before a consumer enters into an electronic contract, including information about the supplier's email address, detailed description of the goods, currency, delivery arrangements, cancellation, return, exchange and refund policies, etc. The information must be provided in a manner that: (1) requires the consumer to access the information; and (2) allows the consumer to retain and print the information. In addition, the supplier must give the consumer an express opportunity to correct errors in the contract and to accept or decline the contract. Within 15 days the consumer must be given a copy of the contract either by email or any other manner that enables the supplier to prove that the customer has received the contract. The consumer then has seven days to cancel a contract that does not comply with the law's requirements.

Bill 4 establishes an independent authority to administer the law, which would operate at arm's length from government as a non-profit corporation governed by a board of directors.

RIAA Ordered to Sue "John Doe" Defendants Individually; Recording Companies Seek Copyright Fees from Chinese Karaoke Bars

The Recording Industry Association of America ("RIAA") has been ordered by a federal judge in the U.S. District Court, Eastern District of Pennsylvania to sue each of over 200 "John Doe" defendants individually instead of grouping them together under one action as file sharers. The RIAA uses the "John Doe" method of using Internet protocol addresses where individual identities are not yet known. Filing individual lawsuits will cost the RIAA over $30,000 in court filing fees and, according to the Electronic Frontier Foundation, will ensure that the judge assesses the strength of each case individually. Universal, Time Warner, EMI and over 40 other recording companies have banded together to demand copyright fees from Chinese karaoke bars. They allege that China's renowned piracy industry, including movies, software, music and fashion, costs Western companies approximately $16 billion in lost sales annually, according to international trade groups. Total copyright fees owing for the illegally duplicated recordings often used in Chinese karaoke bars could be in the tens of millions of dollars.

Spam Lawsuits Filed by U.S. Internet Providers Include Canadian Defendants

Six lawsuits were filed by Internet Service Providers (ISPs) AOL, Microsoft, Earthlink and Yahoo! on March 9, 2004 against hundreds of defendants, including three Canadians, accused of sending spam Emails. The lawsuits are based primarily on the new U.S. anti-spam law known as the CAN SPAM Act of 2003 (Controlling the Assault of Non-Solicited Pornography and Marketing), which became effective on January 1, 2004.

The lawsuits claim the defendants breached the CAN SPAM Act by, among other things: failing to adhere to the terms of use policies of the ISPs, which prohibit the transmission of unsolicited bulk Emails (spam); failing to provide a viable return Email and postal address on their Emails; using misleading or false Email subject headings and failing to identify their Emails as solicitations or advertisements. The ISPs allege that the defendants knowingly misappropriated advertising services at their expense and used their computers and networks without permission. Costs incurred by ISPs as a result of spam Emails include expanding computer networks to deal with the volume of mail and paying employees to deal with customer complaints.

The ISPs are confident that the identity of many of the defendants, unknown at the time of filing, will be revealed through investigation. Yahoo! has named three residents of Kitchener, Ontario, and the companies that they control, in its California-based lawsuit. Jurisdiction against the Canadians was asserted partly on the basis that they intentionally used Yahoo!'s California servers to cause harm to Yahoo! and other residents of California.

In a related manner, the U.S. Federal Trade Commission (FTC) is seeking public input into regulations to be made under the CAN SPAM Act designed to define ".the relevant criteria to facilitate the determination of the primary purpose of an electronic mail message." It is hoped the comments will provide guidance as to the Act's scope.

Online Pharmacy Takes Federal Government to Court

CanadaRX, an online pharmacy, is taking the federal government to court to prevent an inspection by Health Canada. Most online pharmacies pay Canadian doctors to sign prescriptions for American customers in order to comply with regulations governing accredited pharmacies. However, CanadaRX is not an accredited pharmacy and has been selling drugs to American customers, either directly, or through their doctor or pharmacists. CanadaRX alleges that Canadian export laws make CanadaRX immune from any provisions of the Food and Drugs Act that may limit the sale of Canadian drugs to drugs prescribed by Canadian licensed health-care professionals.

The outcome of this case could determine whether online pharmacies are required to obtain a prescription from a Canadian doctor before selling drugs across the border.

U.S. Federal Communications Commission Releases VoIP Rulemaking Initiative

The U.S. Federal Communications Commission (FCC) has released a document outlining its new rulemaking initiative in the field of voice over Internet Protocol (VoIP) services. The Notice of Proposed Rulemaking examines the issues relating to services and applications making use of Internet Protocol, specifically seeking comment on the categorization of IP enabled services and the appropriate legal and regulatory framework for the these categories. This initiative is a significant step in attempting to resolve the many controversial issues surrounding the delivery of VoIP, such as the protection of universal telephone service, the delivery of 911 services, the provision of wire-tap access to law enforcement authorities, and access for the disabled. These issues need to be resolved as it is predicted that VoIP will replace the public-switched telephone network in 20 years.

EC Data Protection Directive Working Party Critical of Canadian Airline Passenger Information Program

In March 2004, the European Union Data Protection Working Party issued an opinion regarding Canada's recent adoption of several laws and regulations requiring airlines to transfer airline passenger information for security purposes when flying in and out of Canadian territory (the "API/PNR Program"). The opinion focuses on the level of protection afforded by Canadian authorities to transmitted personal data relating to both passengers and crew members.

The Working Party specifically expressed concerns regarding the type of information that is collected from passengers, the length of time that the data is retained and the anonymous nature of the data.

The Working Party also emphasized that the use of collected data should be limited to fighting acts of terrorism and a short list of serious offences directly related to terrorism. In addition, disclosure of API/PNR information to third countries must be restricted to cases where the information relates to persons traveling to those countries and may only be forwarded where the destination country affords equivalent levels of data protection.

The Working Party also advocated the use of the Canadian Privacy Act to provide recourse in the event of the unauthorized access, use or disclosure of Customs information.

Protest Site Withstands Scrutiny under Anticybersquatting Legislation

On March 5, 2004, the United States District Court for the Eastern District of Michigan released its decision in the case of Lucas Nursery and Landscaping, Inc. v. Michelle Grosse. Grosse had registered the domain name "lucasnursery.com" and created a website detailing complaints she had with certain landscaping work performed for her by Lucas Nursery. Lucas Nursery's claim that Grosse's registration of "lucasnursery.com" violated the Anticybersquatting Consumer Protection Act was originally dismissed on summary judgment. On appeal, the Court affirmed the original judgment based on the Court's finding that Grosse did not have the requisite "bad faith intent to profit" from use of the Lucas Nursery mark. The Court's finding was based on a number of factors, including that (i) the website was used for non-commercial purposes and (ii) Gross had not acquired any additional domain names (which would be indicative of an intent to sell such names to those entities whose trademarks were identical or similar or to exploit them for other uses).

