Lawsuit Alleges eBay's Bidding Practices are Illegal

A Pennsylvania man, Glenn Block, is suing eBay in a potential class-action lawsuit over its bidding practices. Mr. Block alleges that eBay illegally forces highest bidders to overpay for the auctioned items. While Mr. Block was bidding on an item on eBay, he received an email from eBay that stated that he was the highest bidder and warned that he could be outbid unless he increased his maximum bid. He responded to the email and eBay increased his bid from $US110 to $US112.50. Mr. Block claims that he could have won the item at $US110 and that eBay had forced him to overpay. An eBay spokesperson, Hani Durzy, stated that it seemed that Mr. Block had completely misunderstood the manner in which the bidding system functions. Mr. Durzy also stated that eBay only notifies the highest bidders who could be outbid when they have reached their present maximum bid and that the decision to increase a maximum bid is voluntary.

Canadian Federal Government Publishes Its Secure Electronic Signature Regulations

On February 23, 2005, the Canadian government published the Secure Electronic Signature Regulations under the Personal Information Protection and Electronic Documents Act and the Canada Evidence Act. The regulations are important in that they specify the technologies, processes and requisite steps required to meet the definition of a secure electronic signature in PIPEDA. Furthermore, the regulations provide that a secure electronic signature is trustworthy only if the digital signature certificate is issued by a reliable Certification Authority. Accordingly, the only digital signature certificates that are deemed to be sufficiently trustworthy are those issued by Certification authorities that have been verified by the President of the Treasury Board and who have been listed on the website of the Treasury Board Secretariat.

EU Parliament Rejects Proposed Law on Software Patents

The European Parliament has rejected a proposed law intended to harmonize the rules for patenting software among member states. The Proposed Directive on Computer-Implemented Inventions was intended to codify certain practices of the European Patent Office and to more clearly define and restrict the availability of software patents. The vote is a further setback for the Directive in its nearly three year journey through the legislative process.

Critics of the legislation argue that software patents will limit the availability of "open source" software and harm small and medium sized enterprises that do not have the resources to play the patent game. Others who advocate the availability of software patents argue that European business will be prejudiced and inventors will not be rewarded for their efforts.

The rejection of the Directive leaves few options to the European Commission, the EU's executive body and original sponsor of the proposed law. The Commission can accept Parliament's decision and start anew or amend its proposal and retry. The Commission could ignore the decision and try to push ahead, risking controversy. The decision is expected to delay progress on the issue to the end of the year.

In the absence of harmonization, uncertainty remains as patent decisions in the area are left to national patent offices and courts.

Washington State Court Denies AOL Choice of Jurisdiction Clause

The Washington State Court of Appeals recently held that a forum selection clause in AOL's Terms of Service Agreement was not enforceable because it undermines the public policy expressed in the Washington Consumer Protection Act.

Two plaintiffs brought a class action suit against AOL in Washington State relating to membership and billing practices. The plaintiffs claimed that even though they did not choose to create new secondary accounts, AOL nevertheless created such accounts and billed the plaintiffs for them. Further, the third-party customer service company used by AOL which took the plaintiffs' complaint calls did not believe that the plaintiffs did not create the secondary accounts, and offered only two months of free service rather than a full refund for the incorrect bills.

The Trial Court dismissed the suit on the basis of a forum selection clause in the AOL Terms of Service Agreement, which stated that members agree to the exclusive jurisdiction of the Virginia courts.

On appeal, the plaintiffs argued that enforcing the forum selection clause violated Washington State's public policy as expressed in Washington's Consumer Protection Act. Class action suits are not available in Virginia, and since the amount of damages suffered by each member of the class is probably under $250, Washington consumers would have little incentive to litigate in Virginia. This violates the public policy of protecting Washington citizens from unfair and deceptive business practices.

This issue had not been previously addressed in Washington, but the Court considered cases from California, Maryland and Florida that dealt with similar arguments. In the end, the Court decided that the Consumer Protection Act offers broad protection to the citizens of Washington from unfair or deceptive acts or practices, and requiring the plaintiffs to litigate in Virginia without the benefit of a class action procedure undermines this purpose. Therefore, the forum selection clause was unenforceable.

This case makes clear that forum selection clauses will not always be enforced, and that ISPs (or others) may very well find themselves liable under local laws even if their membership contracts specify an exclusive jurisdiction.

Record Fine for DJ's MP3 Piracy

The Italian fiscal police of Rieti, a town near Rome, imposed last week a record breaking fine of up to 1.4 million Euros (US$1.8 million) for using thousands of pirated MP3 files in a nightclub. The DJ had more than 2,000 MP3 files, and 500 video clips, suspected of being illegal downloads. The fine was imposed as a part of a fiscal police operation targeting radio stations and clubs in the region.

According to the Italian Recording Industry Association (FIMI), the fine is the harshest imposed to date on an individual in Europe for the illegal copying and use of MP3 files. The fine remains subject to administrative recourse.

Enzo Mazza, director of FIMI, declared: "This DJ was touring clubs and making money out of the music he played - while those who had invested time, talent, hard work and money into creating the music in the first place did not get a cent. We hope this precedent will serve as a deterrent for those who are thinking of doing the same."

Motion Picture Association of American Shuts Down File-Swapping Site

A United States federal court in Dallas, Texas recently ordered the Website LokiTorrent.com ("LokiTorrent") to shut down and provide the Motion Picture Association of American (the "MPAA") with access to LokiTorrent's server logs. LokiTorrent was at one time among the top Websites for people seeking to download movies.

The MPAA has indicated that the data obtained from LokiTorrent's servers provides a roadmap to the individuals who have used the site to engage in illegal activities and that the information could quite possibly lead to lawsuits against such individuals. As part of the court order, the operator of LokiTorrent was required to pay a settlement fee in the amount of $1 million.

Dutch Court Prohibits Web-based Gambling

The Dutch Supreme Court has upheld a ban by a lower court that prohibited the Hilton owned Ladbrokes from offering web-based gambling services in the Netherlands. In order to curb gambling, the Netherlands has implemented a stringent licensing system whereby only organizations with special permits can offer gambling services. Ladbrokes does not have a permit and offers its services through the Internet and via call centres operated outside the Netherlands. The Dutch court said Ladbrokes must now deny access to consumers with a Dutch Internet Protocol (IP) address, by blocking their IP addresses.

Court Finds Jury Members Should not Use Internet for Coming to Decisions

Judges who advise jury members that they should not discuss the case with anyone outside the jury may have to add a new warning: jury members should not endeavour to do their own research during the course of the trial by downloading material from the internet. A U.K. court recently quashed a rape conviction and ordered a retrial because of the introduction of material downloaded from the internet into the jury room after the jury's retirement. If jury members do their own research over the internet and take this information into account in reaching their verdict, the court ruled that the verdict is not made "according to the evidence". The consideration of this material by jury members violates two fundamental principles of the justice system: the defendant and the public are entitled to know all of the evidential material considered by the decision-making body; and the prosecution and the defence must have a fair opportunity to address all material considered by the jury.

First SPIM Arrest

An 18-year old New York man was arrested for "spim", the moniker given to spam that targets instant-message services. This new type of spam is easier to track because instant messaging systems are closed loops, with central control. However, instant-messaging is an attractive target for spammers because its users are younger and more vulnerable. Providers of instant messaging programs are working to attack the problem - for example, Microsoft has required its instant-messaging users to update software for security purposes.

Canadian Competition Bureau Sweeps Internet for Scams and Spam

As part of the International Consumer Protection and Enforcement Network (ICPEN) Fraud Awareness Month, the Canadian Competition Bureau has completed a two-day Internet surveillance and enforcement program in conjunction with 76 other government agencies around the world. The Internet Sweep focused on identifying scams and spam, particularly relating to weight-loss products, found on the Internet. Competition Bureau officers conducted searches of Canadian-based websites offering unrealistic performance claims and also collected spam through email harvest accounts. The results of the Internet Sweep will be analyzed and followed up with any necessary enforcement action. Over forty Canadian private and public organizations have been participating in Fraud Awareness Month in order to educate the public on how to protect itself against Internet fraud.

New Zealand Restaurant Fined for Out-of-Date Menu Information on its Website

In Waitakere, New Zealand, the District Court ordered Tony's Vineyard Restaurant to pay a $NZ3000 fine, as well as court costs, for advertising on its website a menu with out-of date prices and dishes. The owner of the restaurant had pled guilty to charges of breaching the Fair Trading Act after a Commerce Commission investigation found that many of the meals advertised on the website were either unavailable or not available at the listed prices. For some menu items, the website prices were 17 to 36 percent cheaper than the actual restaurant prices. Both the Commission and the District Court Judge determined that the misrepresentations were not inadvertent and that the restaurant owner was aware of them. During sentencing, the District Court judge stated that the New Zealand Parliament had taken a strict approach to misrepresentation and had thereby guided the Court with respect to the appropriate sentencing measures.

Online Information Broker Sued for Failing to Protect Confidential Database 

A California woman has filed a lawsuit and is seeking class-action status, against ChoicePoint Inc., a company which maintains a database of information, including confidential information such as financial and criminal records, and sells the information to government agencies and prospective lenders. The lawsuit was initiated after criminals had gained access to ChoicePoint's database containing tens of thousands of consumer records containing social security numbers, credit histories and criminal records. The plaintiff is claiming fraud and negligence in that ChoicePoint had failed to properly protect people's confidential information for at least five months. If the lawsuit receives approval for class-action status, the number of prospective class members is at least 145,000, with a claim of under $75,000 each.

Canadian Federal Court of Appeal Issues Judgment in Privacy Case (Englander v. Telus)

Further to an interim decision released last November, the Canadian Federal Court of Appeal has issued its final judgment in Englander v. Telus (in which the Privacy Commissioner of Canada intervened). Telus was found to have breached PIPEDA by failing to inform first time customers of the primary and secondary purposes for collecting their telephone listing information and of the availability of non-published number service. The Court refrained from issuing an injunction as Telus had already pledged to change its business practices in order to comply with the Act. The Court did, however, order Telus to pay Mr. Englander's costs, and ordered the Privacy Commissioner to pay to Mr. Englander the reasonable disbursements he incurred on the appeal with respect to the Privacy Commissioner's motion for leave to intervene and the Commissioner's participation in the appeal.
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